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Abstract 

The adoption of cloud and mobile technologies in healthcare is disrupting the services 

delivery models, and responsibilities and risks for involved actors. By their very nature, 
eHealth applications collect and manage health sensitive data and, therefore, need to comply 

with security and privacy requirements defined by data protection laws such as the EU GDPR 

or US HIPAA. With the delivery model based on cloud and mobile technologies, developers are 
responsible for compliance with such laws, and this represents a huge challenge for them. 

For developers this transition and dealing with health data is an extremely painful, costly, and 
risky activity due to the possibility of data loss, thefts and penalties. 

Moreover, the EU and US legal frameworks are rapidly evolving (GDPR, new ePrivacy 

Regulation planned for 2019, Privacy Shield vs Safe Harbor evolutions, Art 29 WP Opinions on 
GDPR, etc.). This makes it very difficult for developers to monitor and analyze new laws in 

order to implement new requirements and ensure compliance. 

This brief guide gives an intro to the EU and US regulatory frameworks, analyses some key 

challenges for developers, and it shows how Chino.io helps developers to build secure and 

compliant health applications. 
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1. eHealth and Data Protection 
eHealth applications relying on cloud (PHRs, Digital Health, mHealth, Telemedicine etc.), are 

being used increasingly by citizens, physicians, hospitals, insurances, Pharma, and many 
more. At present there exist more than 325.000 mHealth apps worldwide with a year-over-

year growth of 40%. And this is only a sub-category of all eHealth services. The result is: 

 
“92% of healthcare providers are already using one cloud based service”1

This trend is generating huge amounts of health data that are stored on and transferred via 

cloud, and this shift to cloud represents a challenge for all involved actors: from governments 
updating laws, to hospitals adapting their security procedures, to application developers who 

need to deal with new responsibilities.  

However, one of the pre-requisites for data protection regulations applicability is the need to  

understand if an application manages (collects, stores, shares) health sensitive data. 

The key question: what is health sensitive data? 

The short answer is: it depends. Although the EU and US laws provide formal definitions, still 
grey-areas apply, like in the case with wellbeing data (e.g. physical activity) and these gray-

areas leave room for subjective interpretations. 

Health Data 
according to the 
GDPR (EU)

“All data that is related to the health status of a subject and is collected for the 
purpose of deducting the health status of someone”. This definition is further 
broadened by the Art. 29 Working Party, which distinguishes Health Data in some 
other sub-categories: 

• Medical Data: providing information about the physical or mental health status 
of someone (the data subject), generated in a professional medical context; 

• Raw Data: collected by apps or devices, that can be used to induce, individually 
or aggregated with others, someone’s health status or risk; 

• Data that allow to deduce Health Status: obtained regardless of the accuracy, 
legitimacy or adequacy of this deduction. 

PHI according to 
the HIPAA (US)

“Information that relates to the past, present, or future physical or mental health or 
condition of an individual, which identifies the individual and that is transmitted or 
maintained by electronic media or in any other form or medium.”

 “83% Of Healthcare Organizations Are Using Cloud-Based Apps Today”, Forbes, https://goo.gl/QHe9JW1
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Example: in a fitness app which counts persons’ steps, if the data cannot be combined with 
other data, and if the app is not used in medical 

contexts, then collected data is not considered 
health and therefore not sensitive. However, if the 

data is combined with other data-sets, such as the 

heart rate measurements by the app, and if it’s 
used to assess persons’ ability to perform stressful 

a c t i v i t i e s , t h e n i t c a n re v e a l s e n s i t i v e 
(discriminating) information, and thus it will stretch 

into the sensitive health-category. 

To help you to understand what type of data you 
are dealing with, we have created a simple self 

assessment decision process and some practical 
suggestions.  

2. GDPR vs HIPAA 
The EU General Data Protection Regulation (GDPR), which is replacing the old directive on 

25th May 2018, and the US Health Insurance Portability and Accountability Act (HIPAA) 
published in 1996 and updated frequently afterwards, define legal frameworks for health 

applications and data processing.  

The current trend towards cloud defines also a shift in terms of responsibilities of the actors 
involved in application creation and delivery. Currently startups and companies developing 

cloud-based health applications are being defined as Data Processors in the EU and 
Business Associates in the US, since they are responsible for technical delivery and security 

of their cloud based applications. In cloud-based settings, developers do not deploy anymore 

their applications into hospital perimeters and private infrastructures, but instead, they 
become responsible for the whole delivery lifecycle. 
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eHealth developers are legally responsible for ensuring compliance and data 

security of their applications.

This means that startups and companies developing eHealth applications have to deal with 
complex legal requirements/obligations, instead of delegating this to hospitals and their 

experts. In addition, demonstrating compliance is fundamental for delivering trust to 
customers, end-users, and the Data Protection Authority (DPA) in their country. 

GDPR HIPAA
WHO IS IMPACTED?

The GDPR regulation applies to any organization 
processing EU citizens’ data: it can either be non-
EU companies. Remember that misuse of Personal 
Data or non-compliance can lead to huge fines (€ 
20 Million or 4% of the global annual turnover).

The HIPAA regulation applies to:  

• Covered Entities: health plans, health care 
clearinghouses, and any health care provider 
who transmits health information in electronic 
form. 

• Business Associates  (typically you/developer): if 
you are performing functions or activities on 
behalf of, or providing services to a covered 
entity that involve the use or disclosure of PHI. In 
that case a Covered Entity must sign a contract 
commonly called a “Business Associate 
Agreement” or (BAA).

WHAT ARE THE REQUIREMENTS?

The GDPR divides the rules and requirements in 
two main categories:  

• Organizational measures: ensure that data 
processing is legal and that an application is 
properly regulated within terms and conditions. 
They involve collecting users' explicit consent, 
notify the data protection authority, define 
website privacy policy, perform security risk 
assessments, etc. These requirements need to 
be considered case by case involving lawyers 
and privacy experts.  

• Technical measures: are a set of sometimes high 
level end-users’ rights, and a set of technical 
implications and requirements that developers 
need to consider to ensure GDPR compliance. 
Technical measures are those that developers 
need to implement in their applications.

The HIPAA security rule establishes and 
requirements into:  

• Administrative requirements: management 
controls encoded in policies and procedures,  
and related to how you select and implement a 
security management program, including risk 
management. 

• Technical requirements: controls implemented 
through engineering processes. The technical 
safeguards contain elements of privacy and 
security by design, and should be incorporated 
as early as possible into your technical design 
process. 

• Physical requirements: controls to protect the 
physical facilities, computers, and devices that 
house PHI.
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Here you can find a summary of requirements and a comparison between GDPR and HIPAA. 

2.1 Other Relevant Regulations 

It’s important to notice that GDPR and HIPAA provide only high level frameworks and a 

starting point for developers. They provide definitions of users’ rights and developers’ 
obligations, while the technical implementations of such requirements is delegated to 

security best practices, system administrators and some guidelines defined by more 
technical bodies (Art 29 Working Party, ENISA), international security standards (NIST, ISO 

270XX), and Member States laws (French HDS Agreement, German Guidelines for Health 

Applications). Note that Member States laws are still valid under GDPR, and will have the 
power to introduce additional restrictions, which provide additional barriers for developers.  
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3. How to Ensure Compliance 
Given the value of health data, the potential harm to end-users and the penalties for non-
compliance, ensuring compliance and security is an imperative requirement for eHealth 

application developers. 

However, due to the complexity of requirements, regulations and lack of expertise and clear 

guidelines for developers: 

ensuring compliance is a risky, time consuming and costly activity for 
eHealth application developers

First off: why Cloud providers are not enough? 

One of the main misconception and aspects that developers need to understand is that cloud 

providers help them to ensure only physical requirements (check here the Amazon AWS 
offer). 

Technical and Administrative requirements are always developers’ duties, and they include 

requirements affecting the client-side application, API, and backend security, such as 
authentication, access control, encryption of data in transfer and at rest (storage), secure 

audit log, security monitoring and updates, backup and reliability (QoS and SLA). 
Implementing these technical requirements demands a huge amount of work, knowledge and 

time. In addition, developers need to constantly keep updated about new regulations, 

interpretations defined by the EU, US or single states (e.g. Art 29 Working Party published ~10 
guidelines in 2017/18 in GDPR). 
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The risks in case of non-compliance and poor security are various:  
1. Fines: in case of non-compliance, misuse of personal data and data breaches, national 
Data Protection Authorities (EU) or the Office of Civil Right (US) can proceed with the 

imposition of huge fines, up to € 20M or 4% of global annual turnover (whichever is greater) 
for GDPR violations and up to $ 1,5M for HIPAA violations, with more than $225 per health 

record. Governments defined specific laws and requirements and started investigating the 

behaviors of apps, services and devices.  2

2. Hacks: the risk of hacks is continuously growing from year to year. Just in 2015, the Health 

sector witnessed +800% of Health hacks from 2014, gaining the record of most targeted 
industry after finance.  3

3. NO GO! Due to non-compliance, lack of trust and security assessments. Hospitals, 

insurances or other partners refuse to work with companies that do not demonstrate enough 
security and maturity on this topic. Moreover, recent studies showed that 59% of people don't 

like sharing data online and other studies criticized app ability to deliver promised benefits. 

Demonstrate Compliance and Certifications 

The responsibility of demonstrating compliance is always on you. Currently there are no 

certifications bodies that will certify that you are GDPR or HIPAA compliant. 

However, GDPR and HIPAA encourage certification, and both in the US and EU there are 
entities (lawyers, consultants, security agencies, certification agencies) that can help you to 

ensure compliance with their guidance and tests. Some of them will provide you even some 
sort of “stamps” or “logos” which could deliver more trust to your customers and users. For 

example in the US there are private organizations like HITRUST which can audit your 

company and provide a certification.   

However, it’s important to clarify that the responsibility is always on developers.  

Implementing Technical Requirements is

COSTLY TIME CONSUMING RISKY

€ 300K+ for a 5 years project 
for consultancy, 

development, maintenance.

1+ year time for 
development, testing, 

updates to ensure security 
and compliance.

• Fines, Hacks, and No Go 
from hospitals, insurances 
or other customers.

 See: https://arstechnica.co.uk/tech-policy/2016/11/fitbit-jawbone-garmin-mio-norway-privacy-complaint/ 2

 See Symantec 2017 Internet Security Threat Report at: https://www.symantec.com/security-center/threat-report3
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4. How Chino.io helps  
Chino.io helps companies to ensure compliance with GDPR, EU Member State and HIPAA 

data protection laws by offering them a secure developers’ Platform, which offers an 
encrypted database and API as a Service to store and manage health sensitive data, 

application users, consents and many more. 

This is how Chino.io helps to ensure compliance:  

• Technical measures: Chino.io Platform implements most of technical requirements 

demanded by data protection laws and offer them to developers via a set of documented 
and standard API. Chino.io provides much more liability for managing health sensitive data 

and application security, since it takes care of the data storage, encryption and compliance 
tasks that require high development effort and imply risks. In addition, Chino.io provides 

compliance guarantees by explicitly stating that it manages health sensitive data on behalf 

of developers, which makes it different from classical cloud providers, who do not provide 
guarantees for developers’ data content. Note that some of the technical requirements 

(e.g. right to be forgotten) affect the whole application design, and are therefore shared 
with developers. Check next section for more details. 

• Physical requirements, Chino.io relies on trusted cloud providers located in the EU 

(Germany) and provides also ad-hoc installations to meet national/specific requirements. 

• Organizational/administrative requirements: although developers need to pursue this work 

with lawyers or privacy experts, Chino.io makes this process much easier by providing 
knowledge and templates to perform DPIA and Risks Assessments. Developers can learn 

from day-0 how to demonstrate security of their applications to their users and customers. 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5. The Chino.io Platform 
“Chino.io Platform helps health application developers to build secure 
and compliant applications, and to deliver them globally without legal 

and technical barriers.”

With the Chino.io Platform developers can easily ensure compliance and security for any kind 

of eHealth applications. The Platform exposes a standard, interoperable and secure REST API 
to easily store, manage and share health sensitive data in compliance with the EU and US 

regulations, and manage users, permissions, consents, logs, and more. Storing data on 
Chino.io is very similar to using a noSql DB like MongoDB, and developers can easily store, 

retrieve, modify or delete any kind of structured or binary content. Some of the most frequent 

scenarios of the Platform usage are: 

• Data pseudonymization: when developers store most sensitive data on Chino.io (e.g. 

patient profiles, or documents containing full data) and keep non sensitive data on your 
cloud to implement pseudonymization, which is a recognized practice by GDPR and HIPAA. 

• User Management: in some scenarios the user-to-application association is a sensitive 

information. Developers can use the Chino.io OAuth as a Service API to implement user 
management, and keep on your cloud only references and ids to users. 

• Logging and Consent Tracking: developers can use Chino.io just as a ”write only” memory 
for specific scenarios such as consent tracking or legally valid signatures of contracts. 

Every operation on Chino.io  API is logged and available at any time for consultation. 

• Data Sharing: legally valid tracking of actions can be useful to share data with 3rd party 
applications where developers need a safe gateway which defines and enforces 

permissions for 3rd party users. 

For more information contact the team for a demo or check the website: www.chino.io 
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6. Case Study 
Blu(e) by Needius is a platform that offers a remote management system for physicians, a 

mobile application for patients and a monitoring system and dashboards used by physicians 
and caregivers (family) to exchange information. 

The Blue(e) backend processes gameplay data to provide to caregivers and family 

information, dashboards and statistics describing the progress of children diseases. It stores 
patient information, manages users access to data and the interaction between physicians 

and children family. 

With Chino.io Blue(e) ensured compliance with data protection laws and fulfilled legal 

obligations to deliver trust.  

Chino.io helped the team to implement pseudonymization, which allowed them to reduce 
risks and development efforts, while still ensuring compliance with data protection and a 

good level of security. 

Results

Enabled  
To deliver the Blu(e) service 

in the EU and US

50% 
Development time saved

28  
Countries where Blu(e) is sold
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About Chino.io 
The Chino.io Platform originates from Chino.io founders’ 10+ years of experience in the 

healthcare industry and research and innovation activities in large companies. Chino.io team 
combines experience from law, technology and healthcare, holding also patents on relevant 

technologies. 

 

Following our vision and mission, we are committed to help 

application developers to deliver their services and 
innovation globally without legal barriers. We already 

acquired ISO 9001 and 27001 certifications and, from 
March 2017, we are HIPAA compliant for US market. 

Furthermore, we recently developed our own GDPR analysis 

and Security Framework, an easy-to-follow process which will 
allow you to assess the degree of compliance of your business, 

and what is left (or necessary to begin) to do in order to achieve law 
compliance.  

Chino.io is also working with large companies such as BT, SAP, HP and academic institutions 
on the forthcoming EU Cyber Security law and on implementing the EU-wide network for real-

time sharing of information about cyber attacks. 
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