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1 EXECUTIVE SUMMARY

Pursuant to Article 14 of Directive 20-hotder2 4/ EU
healthcare, the eHealth Network was set up to facilitate the cooperation between the European eHealth
systems and to draw up a series of guidelines ttitéde the crosdorder transferability of medical

data, taking into account the EU data protection rules. In the end of 2012, the Commission adopted a
new action plan 2022020 proposing a series of measures and expressing its commitment to remove
theex sting barriers to fAa fully mature and inter o

The objective of this Study is to provide an overview of the current national laws on electronic health
records (EHRs) in the EU Member States and their interaction witlprthesion of crossorder
eHealth servicesentioned inDirective 2011/24/EU. This entails first to identify and examine the
national laws of the 28 Member States and Norway and identify legal barriers febordes transfer

data from electronic healtlecords and for the provision of creasgrder eHealth services; and second,

to make recommendations to the eHealth Network on how the national laws and the European
framework must evolve to support craswrder eHealth services.

The first step of this stly was the completion of national reports describing the legal requirements
applying to EHRs based not only on the existing legislation, but also on planned measures (e.g. draft
legal initiatives). As a second step, the information provided in the natiepailts was used for the
purposes of the comparative analysis. Finally the draft recommendations were mainly built upon the
findings of the comparative analysis. The following paragraphs summarise the main findings and the
recommendations proposed for kax the topics covered under the Study.

EHRs systems and laws: different approaches

The definition of EHR contained in the Commission Recommendation of 2 July 2008 covers different
types of electronic health records. EHRs are in use in all countiesed by this Study and there are
numerous forms of EHRs at all levels of the healthcare sector of most countries. However, some of
these EHRs are not designed for a shared access and therefore not covered by the Study. The Study
focuses on the legal reigements applyingotnationally organized systems of shared EHRs which can
potentially participate in a Europearide sharing system.

There are major disparities between countries on the deployment of EHRs part of an interoperable
infrastructure that abws different healthcare providers to access and update health data in order to
ensure the continuity of care of the patient. The same can be said about the approach taken to regulate
EHRsi some countries have set specific rules for EHRs, others relgrera health records and data
protection legislation.

EHRs: content and interoperability aspects

The comparative analysis shows that two broad approaches can be distinguished amongst the countries
covered by the Study. While some countries have saile@trequirements as to the content of EHRS,
others do not specify what should be this content. The level of details of the legislation on EHR
content varies greatly from a simple reference to health data in general to exhaustive and detailed list
of categories or data item. In the latter case, however, the detailed rules are often meant to be
applicable to specific EHR sharing systems. Anyhow the more or less detailed character of national
legislation with regard to the data to be included in EHRs doesemmn to constitute an obstacle for
interoperability between EHR systems. Regarding this particular aspect, interoperability requires an
agreement on which extract of the EHRs will be included in the health data exchange.

While EHR systems in all coungss apply standardised terminology and some form of codification to
categorise health data, less than half of the countries provide in their legislation the obligation to do so.
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According to stakeholders interviewed, EHR systems in the countries covehesl $tudy are using
in practice very different terminology and coding systems, and they consider this semantic diversity as
one of the main barriers to the crdswder transfer of health data.

Recommendation at national level: In order to sharéealth information, the EHR systems used by
health providers should have a minimum level of interoperability. Such interoperability does not
require all systems used to store an identical list of dddes or guidelines at the national level
should mainy aim at achieving essential requirements with regard to semantic, technical,
organisational and legal interoperability. For each of these aspects national and/or regional rules
should take into account standards and guidelines agreed on at the Eureplean le

Recommendation at the EU level: An agreement is necessary on general guidelines with regard to
the content of EHRs but it does not seem necessary to regulate this in detail. The agreement on the
patient summary guidelines by the eHealth Network irvévaber 2013 shows the right way to
proceed Agreements are also needed on a terminological profile for a minimum set of fields included

in the patient summary; a technical profile for the ctomsler exchange of patient summaries, in
particular with regat to the security aspects; a list of the categories of healthcare professionals who
can access the patient summary, including a solution for the secure authentication of these
professionals and their authorisations, and a roadmap for the implementatioa cfossborder
exchange of patient summaries between Member States.

EHRs: security aspects

Considering the very sensitive nature of health data and the vulnerability and easy dissemination of
information on electronic format, special attention sho@dhid to the security of data from EHRs.

The Study shows, however, that half of the countries covered have not set specific rules for institutions
hosting and managing EHRs, relying instead on the general rules setting security requirements for all
typesof data controllers. In addition, almost all the countries covered have not gone beyond Directive
95/46/EC in what relates to authorisation requirements. The authorisation procedure to host and
process EHRs is, in the vast majority of countries, the sante host and process other data. Also,
only a minority of the countries has set specific auditing requirements for institutions hosting and
managing EHRs.

Recommendation at national level: It should be left to the Member States themselves to choose the
security measures which are most appropriate in the context of their specific situation, possibilities and
context. Regarding the use of cloud services for hosting EHRs, Member States should refrain from
introducing particular legal rules or even guidelinesdes of conduct or model service legal
agreements (SLAs) without taking into account the European perspective. Unilateral initiatives in this
field are moreover not in line with Directive 98/48/EC on the provision of information in the field of
technicdstandards

Recommendation at the EU level: A binding European legal framework on basic user and access
management that should also include operational rules on other security aspects sueio-aadcend
encryption (currently not possible because of tlok laf a common encryption standard) and audit
trails (who will be in charge of recovering data events in case of an incident) should be adopted.
Agreement is also recommended on a model service level agreement for cloud services with regard to
EHRs. The eldalth Network should closely follow up the progress made in this context and stimulate
the development of European model provisions for cloud SLAs dedicated for eHealth services and
EHRs in particular

Patient consent

With respect to the issue of pati@uinsent relating to the creation and/or sharing of EHRs most of the
countries covered by the Study can be divided into three groups:
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Some countries require explicit consent of the patient for the creation of an EHR (and a fortiori
for the inclusion of (d& extracted from) this EHR into a sharing system, plus, in addition for the
access to the data in the EHR by other healthcare professionals than the one who collected the
data);

Some countries do not require explicit consent for the creation of an EHRexkplicit consent

is needed for the inclusion of (data extracted from) this EHR into an EHR sharing system;

Finally a number of countries do not require explicit consent neither for the creation of an EHR
nor for the inclusion of (data extracted frothjs EHR into a sharing system, but patient consent

is needed for the access to the data in the EHR by other healthcare professionals than the one who
collected the data.

For the three groups of countries, the form of the explicit consent wamnsgderably. For example, in

the last group of countries, the patient consent needed for the access to the data in the EHR by other
healthcare professionals than the one who collected the data, is deducted from the fact that the patient
visits the profegenal to receive healthcasmdhands over, for example, his/her health insurance card

so thathe EHR system of the professional reads data from this card

Recommendation at national level: A three stage approach is recommended:
When a patient visits healthcare professional in order to receive care, this professional has the
duty to keep a record of at least a minimum set of data related to the identity of this patient and
related to the care provided; no additional implicit or explicit consent opakient or even an
opt-out possibility is thus needed at this stage.
When, on the basis of national or regional law, public authorities decide to make available EHRs
for exchange among healthcare professionals (e.g. in order to avoid unnecessary gitidiarae
costs), such EHR sharing systems can be established and include available individual EHRs
without additional explicit consent of the patients. Member States are however free to introduce
opt-out possibilities for this stage. This viewpoint cor@ss to the one expressed by the
Working Party in its opinion of 2007.
When a patient visits a healthcare professional who wishes to receive or access health data
collected from this patient by other healthcare providers (by means of the EHR sharing,syste
such access will require prior explicit consent of the patient concerned. This consent constitutes,
at the same time, proof that this patient has engaged into a therapeutic relationship with the
healthcare professioha

Recommendation at the EU level: An agreement should be reached by the eHé&dtiwork on the
At hgteeeged model described in the previous recomr
guideline for all Member States.

Creation access and update
Different categories of accessEbIRS

Article 6(1)(c) of Directive 95/46/EC requires that the data processed must be adequate, relevant and
not excessive in relation to the purposes for which they are collected and/or further processed. This
fineteldnow0 suggest s troeddsedard dndteddo perdomsunéeding beeess. Even
though a system that grants the same access rights for different types of health professionals would
appear not to be in line with Directive 95/46/EC, the Study shows that this is actually the aase in
small number of the countries covered. However, half of the countries do have different categories of
access to EHRs for different health professionals. This is done either by defining different rules for
different types of health professionals suchdastors, dentists, nurses or pharmacists, by defining
different rules depending on the link between the patient and the different health professionals or by
assigning to the healthcare providers the task of deciding which health professionals haveoaccess t
which data.
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Recommendation at national level: Member States should, despite the significant financial cost
involved, establish certainty on the categories of healthcare professionals who can have access to
patient summaries, and trustworthy officiabisters of those categories of professionals which can be
used for authentication purposes and that need to be accesdible. on

Recommendation at the EU level: An agreement on a list of the categories of healthcare
professionals having access to patisummaries (and subsequently for the other priority use cases
mentioned before) or a common definition of healthcare professigiiamost probably not be
possible on a short term. An alternative could therefore be to leave it to each Member Steieto d
who should be considered as a health professional in the context éfumti@ean EHR exchange

Pat i entogebtherdatg ht s

Directive 95/46/EC grants data subjects a series of rights over their data. These include right to access
data, right & erase and correct data and the right to know who have accessed their data. These are,
however, not absolute rights. Thus, there are a series of exemptions listed under Article 13 of
Directive 95/46/EC, which if applied by Member States reduce the sdopetohe vari ous p.
rights. In addition, the right to erase and correct data relates only to data the processing of which does
not comply with the provisions of the Directive, in particular because of the incomplete or inaccurate
nature of the data. I, in any case, for the Member States to define what specific measures must be
put in place. The Study shows that patients are entitled to all of these rights in all countries covered but
that only in some countries the national legislation goes beyoadninimum requirements of
Directive 95/46/EC.

In all countries covered patients are entitled to access their EHRs and in half of them this right covers
actually all data contained in EHRs. Another right directly connected with the right to access is the
right to download data; although only one third of the countries covered by this Study allow the
patient to download all or at least some of his/her EHR, in the other countries the patient is entitled to
other similar rights.

With regards to the right terase and correct data, the Study shows that in most countries patients do
not have the right to directly erase or modify their data. In fact, no country allows patients to directly
modify data that has not been inputted by the patients. Erasure ofodatautted by the patients is

only allowed by two countries although other two allow patients to hide some data. Stakeholders from
these countries have expressed their concern in this respect indicating their distrust for a system which
does not guaranta®mpleteness of information.

The Study also revealed that in the countries which have set specific provisions on the right to know
who accessed EHRs, patients have usually access to this information directly online. This also happens
in some countrieghich have not set specific rules in this respect.

Recommendation at national level: Member States should sgpecific rules allowing the data from

EHRs to which the patient already has access, to be downloaded, as well as providing for the
availability anline of the information about who accessed EH®R#ere countries wish to grant
patients the right to erase or hide data that has not been inputted by them, health professionals are at
least notified that some data is missing, allowing them to try to convince the patients to disclose such
data.lt is alo recommended that Member States take the necessary measures to implement any
guidelineson access to EHRbat may be adopted at EU level.

Recommendation at the EU level: Agreement is recommended on a set of guidelines, e.g. on the
possibility for patiats to add, modify or erase data from EHR$§rmation harmful to the patient
should not be directly available to him/her allowing health professionals to decide to hide certain EHR
information from the patient for up to six months so that they can pEhg@ommunicate delicate
diagnoses to the patient. The possibility for patients to modify data from EHRs that has not been
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inputted by them should be expressly prohibited so as to allow health professionals from other
countries to rely on the informati@vailable.

Liability

There are currently no detailed rules on the liability of health professionals with regard to health
records in the EU. According to the comparative analysis, only a handful of countries have established
specific medical liabilityrules with regard to EHRs, and these rules are mostly reinforcing or
highlighting the general liability regime.

Recommendation at national level: It is recommended that Member States ensure that health
professionals are informed and trained about fradilities with regard to EHRand how the existing
rules at national level (either specific or general) apply in this context

Recommendation at the EU level: The specific practical consequences of the application of the
currently existing liability regme for data controllers, laid down in Article 23 of Directive 95/46/EC,

on the EHR context should be clarified in order to improve legal certainty on this issue. Such
clarification can be carried out in the form of guidelines on how to avoid liabiling$sslliustrated by
typical examples of potential cases of negligence and/or of recommended behaviour.

Secondary use

The secondary use of health data is currently regulated at the EU level through Directive 95/46/EC
which requires Member States to laynwdoappropriate safeguards for personal data stored for longer
periods for historical, statistical or scientific use. The Study shows that more than half of the countries
covered have set specific laws on the secondary use of health data while othethelgemeral data
protection rules. It also underlines that countries do not always have the same legal approach on the
secondary use of health data (e.g. purpose assigned, safeguards). On safeguards, the Study reveals that
several Member States do notueg the anonymisation of health data or do not clearly specify when

and how this process should take place (e.g. prior to being transmitted to research institutes). However
the Working Party considers that 0 wtessskoulkcbe feasi
used for other purposes (e.g. statistics or quality evaluation) only in anonymised form or at least with
secure pseudonymisationd. Several stakehol der s
anonymisation of data and to set spedifiles on this point.

Recommendation at national level: It is difficult to give recommendations to the Member States on
how they have to fill in the delegation given to them by European legislator in Article 6(1) (b) of
Directive 95/46/EGC the first andmost urgent task is to develop a European framework (binding or
not) in this field.

Recommendation at the EU level: Although the current versiorof the Draft Data Protection
Regulation contains some positive new elements, Article 81(2)(a) should bsideced because it
will maintain disparities between the Member States in this dont&i@.conditions for the further
processing of health data for research purposes should be regulated at Union level.

Archiving durations

There are no specific rules dtet EU level on the archiving of EHRs. However pursuant to Article
6(1)(e) of Directive 95/46/EC, personal data must be kept in a form which permits identification of
data subject for no longer than necessary for the purposes for which the data weredcoildot

which they are further processed. This Study demonstrates that very few countries set specific rules on
the maximum archiving duration of EHRs. Most of the countries provide a minimum storage period.
The Study does not demonstrate that rulesrohiving duration of EHRs are considered as a priority
issue.
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Recommendation at national level: Rules on minimum archiving duration of EHRs are primarily
necessary to avoid destruction of health information that is still relevant. However, itniscessary

to translate this objective in precise archiving duration rules. It is not considered necessary to have
specific rules on the archiving duration of EHRs when there are already specific rules on the archiving
duration of medical data in generabwever, it is recommended that Member States which have set
very long periods of archiving, consider revising their approach in light of Article 6(1)(e) of Directive
95/46/EC.

Recommendation at the EU level: More precise legal rules on the EU leveltbis topic do not seem
necessary.

EHRs and ePrescriptions

The objective of Directive 2011/24/EC is to improve the access to safe anduailiy crossborder

health care and to promote cooperation on health care between Member States. The Directive
ackrowledges that the mutual recognition of prescriptions is a necessary element dfocdess

health care, and envisages that the development of ePrescriptions can facilitate the prescription,
dispensation and provision of medicinal products across boidetrsthe Directive does not lay down

any binding provision or common strategy for the coordinated deployment of ePrescriptions across
Member State$ Art. 11(2)(b) of Directive 2011/24/EC merely empowers the Commission to issue
guidelines in this area.

Recommendation at national level: Member States should take into consideration the several
positive synergies betwedfHRs and ePrescriptionfn case the two systems are linked, access to
EHRs will be open for additional categories of health professigaals pharmacists) and therefore it
is recommended to adopt a role based approach when setting access requirement

Recommendation at the EU level: One of the most important current obstacles for the dyoster
exchange of ePrescriptions, is the lackaotommon data model and a common vocabulary for
medicinal products or pharmaceutical products throughout Europe. Efforts to overcome this obstacle
are directly useful for the exchange of EHRs because the medication part of the EHRs faces similar
terminolaggical challenges. Agreements on standards in this field should therefore simultaneously take
into account the needs of crdssrder exchange of EHRSs, as well as of ePrescriptions
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2 INTRODUCTION TO THE PROJECT

2.1 BACKGROUND

2.1.1 Political context

The first ation plan on eHealth was adopted by the European Commission i 2004et three
target area$ address common challenges and create the right framework to support eHealth; launch
pilot actions to jump start the delivery of eHealth; and promote thenghaoi best practices and
measure progress.

Att he end of 2012, the European Commi ssion adopt
2020-1 nnovative healthc & maehishawrplan thee EurdpkantCononission ur y o .
proposes aseries & new measures, recogas that the promises of eHealth remdin ar gel y
unf ul fandlexpegssas its commitment to remove the existing barrigisato f ul | 'y mat ur e
i nteroper abl e e He dahesehbarriers are idemtifiad im th& actioanphedanclude

the lack of confidence in, and the lack of interoperability between, eHealth solutions, for which a
strong legal framework can be a solutiog.g. data protection rules can boost confidence in eHealth
serviceswhile setting EUwide standards is clearly a precondition for achieving interoperability.

A recent report by the eHealth Task Fdrcalled for the creationdia | e g a | framewor k a
manage the expl oreferiing specifically ® thé redd todpairtciples to ensure the
mutual compatibility of data and safeguard measures for security and privacy.

2.1.2 Cross-border eHeadlth services

Directive 2011/24/EUon t he appl i cat i on -borber ealthcarereflecsthe r i ght s
need to balanceh¢ deployment of health data and privacy safegubydsnaking clear that the

objectives of eHealtli namely enhancing continuity of care and ensuring access to safe and high

quality healthcaré cannot be pursued in violation of EU data protection rulé® dbjective of

Directive 2011/24/EU is described in its Recital 1Giaso est abl i sh rul es for f a
and highquality crossborder healthcare in the Union and to ensure patient mobility in accordance

with the principles established byh e C o u r t. In@adcordance with Reeital 25, the transfer of

health data is essential to ensure continuity of healthcare across borders but at the same time the
fundamental rights of the individuals must be assured.

Pursuant to DirectivR011/24/EU, the European Commission must adopt guidelines supporting the
Member States in developing the interoperability of ePrescripti@mscle 11.2.b) in order to
facilitate the recognition of prescriptions issued in another Member State (Artj¢leand set up an
eHealth networkto draw up a series of guidelines to facilitate the ehussler transferability of

Commi ssi on Co fiealtn inakiagtheatthcarerbetter for European citizens: An action plan for a European e
Health Areado (COM (2004) 356 final).

2Commi ssion Communicati orR026-d ealvtah i Aet iherm| Phamr20fdr the 2
736 final).

% Heal t h Task Force Report fiRedesigning hhepa//Wviwte hedlthn Europe
com.eu/fileadmin/user_upload/dateien/Downloads/redesigning_fmafti2020ehtf-report2012_01.pdf4 June 2013)

4 Directive 2011/24/EU of the European Parliament and of the Council of 9 March 801tche app!l i cati on of p
in crossborder healthcare.

> The Commission has adopted for this purposeGhmmission Implementing Directive 2012/52/EU of December 2012

laying down measures to facilitate the recognition of medical prescriptuesisn another Member State

®The Commission adopted the Commission Implementing Decision of 22 December 2011 providing the rules for the
establishment, the management and the functioning of the network of national responsible authorities anTeeéedth

meeting of the eHealth Network was held in Copenhagen on 8 May 2012.
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medical data (Article 14) One of the tasks of the eHealth networkpigcisely to make sure that the

European eHealth systems attéin hi gh | ev el o f Howevau, suritil mere specie c ur i t
EU legislation is adopted, achieving this goal will mainly depend on the regulatory frameworks at
national level and on the different ways Member States have implemented Directive @%/46/E

2.1.3 Privacy of health data

Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and

on the free movement of such data, is the core instrument of the EU legal framework on data
protection and covers also heattata. Article 8 of Directive 95/46/EC lists special categories of data

of whi ch, as a rul e, Me mber States should prohi
concerning healthbo. Exceptions to t taesubjgceame r a l p
c as es pressing of the data is required for the purposes of preventive medicine, medical
diagnosis, the provision of care or treatment or the management of ftealth e s emdvis c e s 0
processed by a health professional or by angibeson also subject to an obligation of secrecy. In the

2012 Proposal for a General Data Protection Regulation, reviewing Directive 95/46/EC, the European
Commi ssion proposed the inclusi on arfof aaspecifief i ni t i
proi si on on fAprocessing of®personal data concerni

The rightsand dutiesenshrined in Directive 95/46/EC ae®idently applicable to health data. Thus,

e.g. pursuantto Article 10 of Directive 95/46/EC, a patient from whom data relatinginoherare

collected must be aware of, among other information, the purpose of the collection and processing of
data and the identity of the recipiemtscategories of recipients of the data. In addition, under Article

12(a) of Directive 95/46/EC, Membe$tates must ensure that the patient has access to such
information, but as the Directive does not refer to specific measures, different sciumd@aiowedo

track who, why and when access to t henclpdefor ent s
example, having legal provisions on the obligation of notification to patient of access from third
parties.

The issue of privacy of health data gained a whole new dimension with the development of eHealth. If
traditionally the doctepatient elationship was fairly simplé physical presence of the patient and

personal interactioni and, for example, there was little discussion on the ownership of medical
records:’ the resort to EHR raises a lot of new issues, requiring a much more sopfdsticat

nuanced approach. The Working Party in its Working Document on the Processing of personal data
relating to health in electronic health recdfds| s 0 s t r mamtieird) thé legaltstandard of
confidentiality suitable within a traditional papeecord environment may be insufficient to protect

the privacy interests of a patient once electron

Besides, the European Commission, in order to keep EU law up to date with the new technological

7 0n its 4" meeting, which was held in Brussels on 19 November 2013, the eHealth Network aGojdetines on
minimum/nonexhaustive patient summary dataset for electronic exghém accordance with the crelssrder Directive
2011/24/E\ available ahttp://ec.europa.eu/health/ehealth/docs/guidelines_patient_summary. en.pdf

8 Article 14(2)(3.

® Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data.

2 proposal for a Regulation of the EuropeaniBaent and of the Council on the protection of individuals with regard to the
processing of personal data and on the free movement of such data (General Data Protection Regulation), (2012/0011 (COD).
Article 81 of the proposed Regulation sets out the @aep for which the processing of personal data concerning health is
allowed, if necessary and as longsa#table and specific measuresstfeguard the data subject's legitimate inter@stsn

place.

1 van Dooselaere, C., Herve, J., Silber, D. and Wilso P . (200 8) -Ruttirggldehlth in itseEHrepaan tLegal
Context 6, phtp/Bvww.epsoseulugobds/ex_emsosfileshare/L egatgalthiReprt 01.pdf

Wil son, P (2012), ¢6éLegal frameworks for eHealthoé, p. 35,
available ahttp://whglibdoc.who.int/publications/2012/9789241503143 eng.pdf

13 Article 29 Data Proteiin Working Party, Working Document on the processing of personal data relating to health in
electronic health records (EHR) (00323/07/EN, WP 131), adopted on 15 February 2007.
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developments, has proposea series of new legislation on electronic data and electronic
communications which will cover several eHealth related topics. Thus, Directive 1999/43yBich
established a Community framework for electronic signatisdseingreplaced by a new Regitlon

on electronic identification and trust services addition, a proposal for a new Directive on Network
and Information Securit}f, tabled by the European Commission in the beginning of 2013, with the
aim to ensure a high common level of network aridrmation security, should bring a series of new
obligations to public administrations and market operators controlling and using networks and
information systems, including eHealth systems

2.1.4 Objective of the Study

The Study seeks to identify and examai the national laws of the 28 Member States and Norway in
order to identify legal barriers for the deploymensbéredelectronic health recortsat national level

and for their crosborder transfer within the EThe definition of EHR contained in tli@mmission
Recommendation of 2 July 208&overs different types dlectronic healtlrecords, some of which
are not designed for a shared access; these were not covered by thd I8tugiudy focuses on the
legal requirements applying the nationally ovigad systems of shared EHRs which can potentially
participate in a Europeamide sharing systemThe ultimate goal of theStudy is to make
recommendations on how the national laws and the European frameworlevolist to support
crossborder eHealth seises. The final recommendations will be presented to the European
Commission and the eHealth Network in Noven@t4 for th& endorsement.

2.2 METHODOLOGY
2.2.1 Completion of national reports

The completion of the national reports was done in two steps.|Egat,experts carried out legal desk
research to identify how EHRs are regulated in their respective nationédtiegisThis legal research
included the identification of the relevant legislation, but also any guidelines that set recommendations
on how these requirements mus applied, interpretative case law antiere relevantopinions from

data protection authorities.

After the completion of the legal desk research, the national experntproceeed with interviews of

the relevant stkeholders, for which theysel an indicative questionna developed by Milieu. They
were requestedwhere relevantto develop questions specific to thermsponding country. The
experts during these interviews hacctosscheckwhether no informatiomwasmissing fran the desk
research and identifiggotential legal barrierand good legal practices for the development of EHRs
and also for the crodsorder transfer of eHealth data from E$IR

National experts had to carry ouwt leastfour interviews (ie. hospital associations, health
practitioner$ associations, national authorities in charge of the implementation of EHR systems,
national data protection supervisory authoriti€s)or tothe interview, experts had to seadequest

4 Directive 1999/93/EC of the European Parliament and of the Council of l&nibec 1999 on a Community framework

for electronic signatures.

15 Proposal for a Regulation of the European Parliament and of the Council on Electronic identification and trust services for
electronic transactions in the internal market (COM (2012 238§ .fina

proposal for a Directive of the European Parliament and of the Council concerning measures to ensure a high common level
of network and information security across the Union (COM (2013) 48 final).

YEHRs are defined by the Recommendation of 2 July 200&rossborder interoperability of electronic health record
systems as a comprehensive medical record or similar documentation of the past and present physical and mental state of
health of an individual in electronic form, and providing for ready abiitia of these data for medical treatment and other
closely related purposes

18 Commission Recommendation of 2 July 2008 on chassler interoperability of electronic health record systems (notified
under document number 2008) 3282).
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including informaton abait theStudy at handTo secure a high response rate, a letténtroduction
from DG SANCO wasalso prepared to support this request. On the basis of the outcome of the
interviews with the relevant stakeholders, the national experts coahfiieteational reports.

2.2.2 Draft comparative analysis

The information provided in the national reports form the basis otohgparative analysis of the
legislation applying toEHRSs. This analysis is facilitated by the common templates used by the
nationalexperts. On the basis of the national reports, we developed comparative tables in order to
presentin a synthesised manneéhe common or different regulatory approaches of the themes in the
countries. These summary tables are mamlyool to illustratethe analysis of the different and
common regulatory approaches in these counfdeeach specific requirement:

It should behighlightedthat the tables do not distinguish between existing and planned measures, so
that a positive lieddbahewherenaenedsurg idiaffeady ogeratioral@md where it is
merely planned. More idepth information on each country can be found in the detailed analysis set
out in the country reports.

2.2.3 Draft recommendations

The Draft Recommendations were buiftom the findings of the comparative analyeil the section
of the national reports on legal barriers and good practices identified by stakehbfesefindings
enabledhe contractoto makepreliminary recommendatiors how national laws anthe European
framework should evolve to allow the deployment of EHRthaanMember Stateandin Norway and
to support crosborder eHealth services.

2.3 MAIN CHALLENGES ENCOUNTERED

The term EHR is generic and can include many types of patient medical inforrsé&dred in
electronic form.Generally speakinghe data are collected from the individual patients in the
context of the provision of care but, once collected, there is a wide vafi@yRs e.g. with

regard to the identification of the patient, thipd and format of the data, the place of storage, the
use of outsourcing and cloud computing services and more in particular the exchange of the
collected data among healthcare practitioners having a therapeutic relationship with the patient.
Reades of thi s r eport should be aware of the fact
ambiguous and take into account that, in some Member States, this concept refers directly to
EHRs created to be shared among healthcare professionals. This is typically ther €asrde

(the French report was used as a model for the other country reports).

Whereas the use of EHR systems at the level of individual healthcare institutions or practitioners
is widespread, the exchange among healthcare professionals of data eftoactdteseEHR
systemsis in several EU countriestill at anearly stage of developmers a resultthe legal
framework tends to evolve rapidly at national level, with new legal developments being proposed
as this report was being draftethis reportendeavouredo reflect the latest gal developments

in the countries covered even at gtage of proposal or draft lawEhe reader should be warned
that draft | aws, proposed action pyraflecsctheand ev
actualstage of development in the field.

Several stakeholders mentioned that it was difficult to identify legal barriers or good practices for
the deployment of EHRs or for the crdssrder transfesince they could not draw conclusions on

their national systerthat was either not implemented at the pilot phasandor no EHR legal

text was yet adopted.

In several countrieexperts experienced a lack of available information on the policyesyadl
initiatives developedn EHRs

The research focesl onone specific aspect of e#3cription system$ their relationship with
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EHRsi and therefore it cannot give a complete, final assessment of the state of development of
ePrescriptionsor the legal barriers and best practices in this field. Moreover, stalerkol
surveyed have given onlittle evidence on the operation ofreBcription systems. This may be
because the research concentrated on EHRs, or because stakeholders held stronger views on
EHRs thanePrescriptionspr simply because national programmegdll out ePrescriptionsre

still relatively recent and practice has not had timdevelop yet.

Finally the Study doesot enteri nt o t he di scussion about the #fc
Aowner shipo i s c o nmiegal rtide ycoupled fwithexeluive degal rigtd to

p o s s e.sGwheoship is thereforelasely linked to the notion ofiproperty (fowned and
fiproprietod are mostly considered as synonyms. Ownership or property can relate to material
goods or immaterial good# the latter case the terimtellectual propertyis mostly used. Data

are immaterial goods but they can never be the object of intellectual prapestich This does

not mean that data can never be the object of rights. For example, a person wéw anak
substantial investment in the obtaining, verification or presentation of data can have certain rights
under the Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on

the legal protection of databasé&sis person will, hwe v e r , not be considered
the data
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3 COMPARATIVE ANALYSIS

The comparative analysis draws on the Country Studiegh can be found in AnndxThe first sub
section summarises the current status of the legal framework aitHReystemmplementation in
each Member Statevhile the remaining subectiors are structured around the main themes listed in
the Terms ofReference further refined during the pilot phase and agvigedhe Commission:

Health data to be included in EHRs

Requirement placed on the institutions hosting EH&tag
Patient consent

Creation, access to and updgtof EHRS

Liability;

Secondaryses

Archiving durations

Requiremert on interoperability of EHRs

Links between EHRs and ePrfptions

3.1 OVERVIEW OF LEGAL APPROACHES AND STAGE OF IMPLEMENTATION OF EHR

This section provides an overview of the level of implementation of EHR systems allowing the access
and update of EHRs by different health professionals in an interoperable structure iriciaides
information on different legal approaches taken by Member States and Norway to regulate EHRs (e.g.
specific law on EHRs or reliance on the general law on health in general or guidelines). It finally
highlights the disparities of stage of devet@mt and legal approaches to regulate EHRs.

Table1 Summary table of stage of implementation of shared EHR systems and legal approaches

Country Stage of implementation Legal context
Austria Deployment phase of shared EHR Specific legal framework for shared EHR system
system since 2012 (ELGA?) first  phase of implementation measures
adopted.

Reliance on general health record and data
protection for non-specific aspects

Belgium Deployment of shared EHR systems Specific legal framework for shared EHR systems
since 2008 at federal and regional level.

Reliance on general health record and data
protection for non-specific aspects

Bulgaria Full implementation of a shared EHR No specific legal provision applicable to PIS
system (PIS records)? since 2009 records

General rules on health records, data
protection, liability and secondary use apply to
PIS records.

1%E|ektronischeGesundheitsakte

20 The Personalised Information System (PIS) is an electronic record system set in place by the National Health Insurance
Fund (NHIF).
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Country

Croatia

Cyprus

Czech
Republic

Denmark

Estonia

Finland

France

Germany

Greece

Stage of implementation

Pilot phase of a shared EHR system
(CEZIH)2'" since 2006

Deployment phase of shared EHR
system (early stage) since 2012

No shared EHR systems. Several policy
initiative underway since 2013

Full implementation of shared EHR
systems since 2003

Full implementation of shared EHR
systems (ENHIS)?2 since 2008

Deployment phase of a data
fransmission and archiving service
(Kanta) 28 that ensure interoperability
of regional EHR systems since 2007

Deployment phase of shared EHR
system since 2006 (DMP?%4)

No shared EHR systems. Several policy
initiative underway

Pilot phase of a shared EHR system
since 2014

Legal context

Specific rules concerning EHRs

Reliance on general health data legislation and
data protection legislation for certain aspect of
EHRs

Legal initiative underway ( e.g. requirement on
patient access)

No specific legal framework that regulates EHRs
and ePrescriptions

Reliance on general health and data protection
law

reliance on
and data

No specific legislation on EHRs
general health record legislation
protection rules

No specific and comprehensive legislation on
EHRs

Reliance on general legislation on patients’
rights and health care professional’s duties.
Certain provisions of this legislation contain few
specific rules targeting EHRs.

Specific and comprehensive legislation on EHR
systems

Specific legislation on EHR system

Reliance on general health low and data
protection law for non-specific aspects

Legal inifiatives are in place (interoperability,
information security, data protection and
functionality)

Specific legislation on EHR system

Reliance on general data protection and health
legislation for non-specific aspects of EHRs

General provision sefting the general
framework for the development of EHR system

Reliance on general data protection and health
record legislation

Only general legislation on EHRs
further regulation)

(requiring

Reliance on general health records legislation
and data protection rules

21 Central Information Health System of the Republic of Croatia
22 Estonian National Health Information Sgst

2 Kantapalvelut

24 personal Health Recorddssier médical personnel
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Country
Hungary

Ireland

[taly

Latvia

Lithuania

Luxembourg

Malta

Netherlands

Norway

Stage of implementation

Shared EHR system in place (health

information registry where patient
can access certain health
information).

Policy initiative to develop further
shared EHR system

No shared EHR system, but some
policy initiatives underway

Deployment phase of EHR system at
regions and autonomous provinces

Pilot phase of a shared EHR system
since 2014

Final phase of a shared EHR system to
be completed in 2015

Deployment phase of shared EHR
system (RSC)25 since 2012

Shared EHR system (myHealth) since
2012

Several shared EHR systems being
deployed. Deployment of a shared
EHR system (LSP)2¢ since 2011 that has
the potential of being a nationwide
system.

Pilot phase of a shared EHR system
(Nasjonal Kjernejournal)?” since 2013

% Records of Shared Care (Dossiers de Soins Partagé)
%6 The LSP (National Switch Point) makes exchange of medical data between the healthcare passitses

%" The Nasjonal Kjernejournal is a central and ifitestitutional health data filing system currently being introduced and

tested in a few counties in Norway.

Legal context

Reliance on general health records legislation
and data protection rules

No specific legislation on EHRs but a proposal is
under discussion

Reliance on general data protection rules

Legal obligation for region and autonomous
provinces to develop EHRs

Draft law specific on EHR

Only few legal provisions specific on EHRs but a
proposal is under discussion

Reliance on general health records legislation
and data protection rules

Specific legislation on EHRs

Reliance on general health record legislation
and data protection rules for certain aspects of
EHRs

Adoption of several provisions
healthcare legislation setting
framework for the EHR system

in general
the legal

Implementing measures on the EHR system to be
adopted

Reliance on data protection law for

specific aspects of EHRs

non-

No specific legislation on EHRs

Reliance on general health record legislation
and data protection rules

No specific legislation on EHRs but a proposal is
under discussion

Reliance on general health records legislation
and data protection rules

Specific legislation on shared EHR system

Reliance on general health record legislation
and data protection rules for non-specific
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Country Stage of implementation Legal context
aspects of EHRs
Poland Shared EHR system under Specific legislation on shared EHR system
development foreseen by 2017
Reliance on general health record legislation,
patients’ rights and data protection rules
Portugal Deployment phase of a shared EHR No specific legislation on EHRs (but for a
system (RCU2)28 since 2012 ministerial order on content of EHRs)
Reliance on general health records’ legislation
and data protection rules
Romania Pilot phase of a shared EHR system No specific legislation on EHRs but several legal
(DES)?? since 2013 initiatives under discussion
Reliance on general health legislation and data
protection rules
Slovakia Deployment phase of a shared EHR Specific legislation on EHRs
system since 2013(NHIS)30
Reliance on general health record legislation
and data protection and medical rules for non-
specific aspects of EHRs
Slovenia No shared EHR system, but some No specific legislation on EHRs
policy initfiatives underway
Reliance on general health record legislation
and data protection rules
Spain Shared EHR systems developed at Specific legislation on shared e-patient summary
regional level (at different stages of at state level (a minima requirements possibility
development) for regions to implement further measures)
Interoperability system in deployment Reliance on general health record legislation
af state level (cross-regional e-patient and data protection rules (a  minima
summary system) since 2006 requirements possibility for regions to implement
further measures)
Sweden Full implementation of a shared EHR Specific legislation on shared EHR system
system (NPO) since 201231
Reliance on general health record legislation for
non-specific aspects of EHRs
UK32 Full implementation of a shared EHR Only few legal provisions specific on EHRs

system in the UK countries - England
(SCR in 2008)33, Scotfland (ECS34 in
2006, ePCS in 200935, KIS in 20133¢),

Reliance on an information governance

28 portuguese Patient Summary (RCUResumo Clinico Unico do Utente).

29 Dosarul Electronic de Sanatate (DES).

%0 National Health Information System (NHIS).

31 National Patient Summary (Nationell patientdversikPO).

32The United Kingdom (UK) consists of four coties namely England, Scotland, Wales and Northern Ireland,eadghg
separate national health systefbe major emphasisf the UK report wa®n England with references made to national
summary records in the other UK countries when necessary.

33SCR _ Summary Care Record

34 ECS- Emergency Care Summary

3 ePCS eledronic Palliative Care Summary

% KIS - Key Information Summary
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Country Stage of implementation Legal context

Wales (IHR in 2005%7) and Northern framework which includes - general health
Ireland (ECS in 200838,NIECR in 2013%) record legislation, data protection legislation
and medical rules

Institutional guidelines on EHRs

3.1.1 Disparities of stage of development in countries

EHRs are in use in all countries covered by Siigdy. However there are major disparities between
countries on the deployment of electronic health records part of an interoperable infrastructure that
allows different healthcare providers to access and update health data in order to ensure the continuity
of care of the patient. Czech RepubBermany, Ireland, Slovenia are only at the stage of policy
initiatives to develogharedEHR systems. Croatia, Greece, Latvia, Norway, and Romania are testing
shared EHR systems at the pilot phas@ustria, Belgium Cyprus, France, ItalyLithuania,
Luxembourg,NetherlandsPoland,Portugal Slovakia are in the process of deploying EHR systems.
Finally EHR systems are fully implemented in Bulgaria, Denmiddqgary,Estonia, FinlandMalta,
NetherlandsSweden and UK.

3.1.2 Disparities of legal approaches

Table 1 highlights wide disparities of legal approaches to reguia®Rs in the countries covered.
Austria, Belgium, Croatia, Estonia, Luxembourg, Lithuania Finland, France, Portugal, Poland,
Norway, Slovakia, Sqin (epatient summary), Sweden have set specific legal requiremestsaoed
EHRs.It should be pted that in all these countries several aspects of EHRs (e.g. archiving, secondary
use) are regulated by general health records and data protection itegigiiuntries that have
developed EHR systems, such as Bulgaria, Denmark, and Hungary hoveéven general health
records and data protection legislation to regulatieaspects oEHRs. Finallya number otountries

that are only at thetage of @olicy initiative for the development aih EHR system have not adopted
specific rules on EHRs.

3.1.3 Legal initiatives underway

Croatia, Italy, Luxembourg, Latvia, Ireland and Romania are preparing legal texts to specifically
regulate EHRs.

3.2 HEALTH DATA TO BE INCLUDED IN EHRs

Determining what information should be included in EHRs requires balancing competing interests. On
the one hand, comprehensive EHRs provide a bett
health professionals to provide mdrdormed diagnosis and medical responses to patients. On the

other hand, medical information in EHRs which t&more easily been accessed and replicated than
information on paperecordscan be particularly sensitive (e.g. information on sexual tranehitt

diseases, mental disordaddictions to drugs or alcohol). Braispectinds explicitattentionunder EU

law. The Charter of Fundamental Righesognisee ver y per sonébés ripgdady t o t h
and of personal data, and Directive 95/46/EQoed special protection to health data. The general
principle in this Directive that data coll ected
to the purposes for which they are coll ected a
defining which data should be inserted into EHRs. Furthermore it is also importaralysenow EU

%7 |HR - Individual Health Record
%8 Emergency Care Summary (NIECR)
% Northern Ireland Electronic Care Record
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Member States and Norway have regulated gharing ofinformation included in EHRs since
different approaches may limit the interoperability betweetional systems (e.g. use of different
terminology or categories of health data) and the doosder transfer of health data.

This section provides an overview of the choices Member States have made to regulate information to
be included in EHR$n geneal (shared or noeshared) It looks at whether countries have adopted
legislation or not, on the following aspects:

Whether the countries have adopted specific rules on the content of EHRs or not

Whether the countries provide a legal definition of EldRBOt,

The different legal approaches on the content of EHRs, depending on the existence of detailed
requirements on the content of EHRs

Whether the national legislation requires that EHRs include information beyond health data, and,
if so, which type ofnformation

Whetherthe national legislation refers to common terminology or code of systems or not.

3.2.1 Rules on the content of EHRs

As shown in the table below,any countries have specifically regulated the content of EHR&
legislationhowever is often specifically applicable to shared EHR systems. For example, the French
law determines the content of the DMP or the Finnish law establishes which information participating
healthcare professionals should transfer into the KANTA systéim table idetifies countries where
specificlegal rules on EHRontent are alrely adopted or on the point of beiadopted.

Table 2 Setting of specific rules on the content of EHRs

> N 4 — o = —
TEQ008EE2 o EER2uEess232522280a%Yx
Specific

rules on
AU VAANA AN AN VAN VA A

content

The majority of countries (15) have adopted specific rules on the content of EHRs and Italy and Latvia
are about to adopt such specific rulstany of these countries, however, have general rules on the
content of health records and dot distinguish in this respect between electronic and papsed

health records. Besides these general rules, these countries often adopt specific rules on the items of
information to be included in the shared EHR systems they are settiBglgpria, Belgium, Cyprus,

Czech Republic, Hungary, Ireland, Malta, Poland, Norway and Slovenia and UK rely on general rules
on health records to define the content of EH&tsboth situations For examplein Cyprus rules
regardi ng tnheediccoant &ftotsharesifor nesipaedEHRS. Note that Romania is
discussing the opportunity to prepare specific rules on the content of EHRs but no legal initiative has
started yetln Netherlands EHRs are regulated both by general rules on health records and electronic
information systems.

3.2.2 Legal definition of EHRs

EHRs are defined by the Recommendation of 2 July 2008 on-looodsr interoperability of

electronic health recordystems as a comprehensive medical record or similar documentation of the

past and present physical and mental state of health of an individual in electronic form, and providing

for ready availability of these data for medical treatment and other closalydr@urposés

Table3 singlesoutthose 18 ount ri es which provide a | egal defir

40 Commission Recommendation of 2 July 2008 on chusder interoperability aélectronic health record systems (notified
under document number 2008) 3282).
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Table 3 Countries with legal definition @HRsor pati ent 6s summary

Legal
definitio Xl v v v v N RRYARRY! Y
n of EHR

Around half of the countries (15provide definitions of EHRSn legislative texts It is again
noteworthythat several legal definitions of EHRs include a reference to the sharing of health data
between health institutions. For example in Germany EHR is defined as an application that supports
the ollection, processing and utidiion of data concerning medicfindings, diagnoses, therapy
measures, treatment reports and vaccinations for a comprehensive documentation of various medical
cases [of one patient] between different medical institutions. Lithuania defines health records as the
patient's electronic ladth itemé* collected from all health institutions operating in the system.

Greece, Spain, and UgEngland)(in non-binding guidelines) provide a definition of patiesstmmary

The definition of patient summary pursuant to the Greek legislation isdmwlith the definition of the

epSO0S projeét I n the Spanish |l egislation, the O6summa
document, automatically generated and updated on the basis of data that healthcare professionals
include in the full dhical history of the patientSwedish legislation provides that the coordinated

patient summary is an electronic system that allows a healthcare provider to give or receive direct
access to personal data stored at another heathwawrider. Finally, in thdJK (England) the

Summary Care Record means the system for the automated uploading, storing and displaying of
patient data relating to medications, allergies, adverse reactions and, where agreed with the contractor
and subject to the hpat dantadés akemsdmtom ame patier

3.2.3 Different legal approaches on the content of EHRs

Two broad approaches can be distinguished amongst the countries covere@thgyhgVhile some
countries, as identified in the table below, haeé detailed requirements as to the content of EHRS,
others do not specify what this contshbuld be In addition, in some countries withdacentralised
system, the legislation defines a common set of health data categories which applies to all regions.

Table4 Existence of detailed requirements on the content of EHRs

Detailed
requirem
enfon v N oA AN y \ v A \ v N oA A
EHR
confent

- Exhaustive list of health data

Around half of the countries (15) set detailed requirements on the content of EltRiS most of

these countries these detailed requirements are applicable to the specific shared EHR system
established or planned in thoseuntries The degree of detail varies between countries. For example,

the legal texts in Spain, Estonia and Slovakia contain several annexes that set detailed categories of

4! Electronic health item is electronic data on the patient's physical or mental health status and records on the activities of
healthcare institutions

“2HThe ePpti®rDSmmary is a standardis set of basic medical data that includes the most important clinical facts
required to ensure safe and secure healthcare.
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health data that must be included in EHRs. While other coungiel as Luxembourg and Portliga
refer to general categories of data.

For example, pursuant to Luxembourg legislatishared EHR] must include information about the
patient relevant and useful in order to promote safety, continuity of care, coordination of care as well
as an effioent use of healthcare services. It must contain:

Medical data irthe form of medical reports, test results, reports of diagnostic investigations,
medical prescriptions, medical imaging or any document related to the health or therapeutic
treatment of a @tient

Prescriptions made in the field of broedical analysis, medical imaging and possibly the related
results

The history and records of the care of certain health care services

Information or declarations made by the patient him/herself

- Non-exhaustive list of health data

On the other hand, thestof the countrieg14) do not define in detaithe content of EHRseither

because they doot have shared EHR systems created or planmebecause they duot distinguish

between electronicral papetbased health records, shared or Rot. example, France limits itself to

requiring that personal health data updated on EHRs is necessary for the coordination-oélaesdth

care given to the care reci pa bealth insitutiofibAnotherk ey e |
example is the German legislation, which provides that medical findings, diagnoses, therapysmneasure
treatment reports arichmunisationsmust be included ithe EHR.

- Common data categories in decentralised systems

Both Italy (at a draft law level though) and Spain set minimum common health data categories that
mu st be used in regions/ Autonomous Commuhei ti es
draft implementing Decree in Italy distinguishes between a minimurtenbof data and documents

and additional content. The minimum content is common to all EHRs regardless of the region or
autonomous province in which they are issued, and it consists of identification data, health reports,
emergency treatment reports, atiarge letters, synthetic health profile, pharmaceutical doasikr

consent to the donation of organs and tissues. The scope of additional tamegkemplary list of

data and documents which may be included is set out in the draftrtawst be defing by the regions

and autonomous provinces.

Of particular interest is the Spanish approach to defina very detailed mannethe set of health

data to be included in the summary of the clinical history [patient sumtharyhe minimum content

of the Spanish summary clinical history includes an administrative part that covers the data on the
institution emitting the document, data on the patient, including the Code NHS and Effrop¢aa

clinical history number and address and, on the other sidehdhlth data including the data in the
protocol of clinical investigation, resolved, closed or inactive problems, problems and active episodes,
treatment, nurses diagnostics, nursing results and interventions or subjective observations of
professional st&.

43 Note that the French law sets an obligation for the adoption of an implementing decree that should chefiael&tails

the content of the EHRs.

“This clinical historyis an electronic document created automatically and updated from data introduced by health
professionals and allows the continuity of care of a patient in the different Autonomous Commhuedtits{rofessionals in

one Autonomous Community can access the summary of clinical history of a patient affiliated to the healthcare system of
another Autonomous Community)

5 This category was created in case of adoption of a European Code for the identification of patients.
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3.2.4 EHR restricted to health data

With regard to the type of data to be included in EHRslescribed in the table below, theeat
majority of the countries require EHR to cover health aeuty

Table5 Countries whichestrict EHRS to health data

EHR

rosicted Vv N N N Y v R L L A e A e A A
o health

data

More than half of the countri€47), apart from general administrative information on the patient (e.g.
name, gender, date of birth, national insurance numizrlire that only health data is included in
EHRs. Bulgaria Luxembourg, France and Italy allow that information can be added andbdi
patient donation of organs.

On the other handin several countries EHRs are not only restricted to healthti3talr he additional
data which should be included in EHRs are very diverse. This information covers various personal
data ranging fron profession to health habits or criminal offences.

I n Croati a, the EHRs must al so include infor mat
datg but also specific habits (smoking, alcohol drinking and addiction to drugs). In Denmark, the
nameof patientér el ati ves must be specified. I n Estoni ;i

employer and professiodescription of work conditions, educational institution, filumily situation,

health habits, psychosocial background and development, Inbertieground and development. In
France, the EHRs include a section on prevention which will cover medaial information. In
Greece, the medical records must also contain t|
Hungary, the occupatiorf the patient must also be included. In Italy, the EHRs contain, in addition to
heal th dlae al t hé od anoalear definitian vofewhat this covers is provided. In
Luxembourg, the law allows the patientdompletea section of the EHR whefee/she can provide
additional information or declarations. In Slovenia, the marital status, the education and the profession
of a patient must be included in EHRs. In Spain, the occupatioa pdtient must be indicated.
Sweden allows information to bedluded about criminal offences afpatient only if there is an
absolute necessity to do so. Romania is discussing the possibiitidng in the EHRs information

on religion, occupation, lifestyleehaviour family history There is however no legal initiative for the
moment and the current EHRs are restricted to health data.

3.2.5 Common terminology and clinical coding systems mentioned in law

While all countries apply in practice terminology and clinical coding systemsSe@MED Cinical
Terms NOMESCJ?®, ICD-10 International Classification of Diseageas indicated in the table
below, less than half of the countries provide in their legislateferences tthe use of the common
terminology and clinical codingf systens related to health dat&urthermorethe terminology and
coding systemso define and categorise health informatttiffier from one country to another.

Table 6 Countries with rules on common terminology or code of systems

Ruleson\/ NN ARV N N AN

46 The Nordic MediceStatistical Committee classification
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Fourteencountries have set a legal requirement to use common health terminokgagscdic clinical
coding systems. In such cases, the legislation refers to national, regional or international
nomenclatures and codes, showing a wide vaoétgifferent approaches to define and categorise
health information acroghe countries covered

For example, the legislation in Austria provides that health terminology must be defined by the
Minister of Health and published dheir website, and the use of this terminology is obligatory. The
Bulgarian legislation mentions that the health dataesysiust use established national codes and
nomenclatures for registration and reporting activities in healthcare. In Italy, the draft implementing
decree provides that EHR information shall be codified and classified in such a way as to ensure
interoperadity at regional, national and European level. An annex to the draft implementing decree
sets out the applicable codification and classification rdlae.draft law in Latvia states that for the
entries regarding surgeries, NOMES@@ssificationshould & used and for Surgical Procedures
Classification NCSP+ should be usdtbr diseases, disorders and disability HCD International
Classification of Diseases Latvian adapted version {8@Kshould be used. The Portuguese legal text
refers to internatiodacoding systems and standards (i.e. International Classification for Nursing
Practice, International Classification of Diseases) and national coding systems (i.e. National list of
medicines and health products of tdational Authority of Medicines and ld#h ProductsNational

list of support products of the National Institute of RehabilitatiomPoland thdegislation provides

that the International Statistical Classification of Diseases and Related Health Problems, Tenth
Revision, is used for names and statistical numbers of diseases diagnosed.

In Slovakia, the law provides that in thatient summarydiseases should be identified according to

the codes of diseases defined in the International Classification of Diseases with its detailed
specification for the diseases of the patient in the past six months. THEngkand)uses common
terminology and ade systembased orthe SNOMED Clinical Terms.

3.3 REQUIREMENTS ON INSTITUTIONS HOSTING AND MANAGING EHRs

Article 17 (1) of Directive 95/46/EC requires Member States to provide that the data controller must
implement @propriate technical andrganigtioral measures to protect personal data against
accidental or unlawful destruction or accidental loss, alteratioauthoried disclosure or access, in
particular where the processing involves the transmission of data over a network, and against all other
unlawful forms of processing. Such measures must ensure a level of security appropriate to the risks
represented by the processing and the nature of the data to be protected, taking into account the state
of the art and the cost of their implementation. Beasitive nature of health data would always
require that institutions hosting and processing EHRs should ensure a high level of security, but it is
for the Member States to define what specific measures must be put in place.

This section provides aaverview of the choices the countries covered have made in this respect,
showing in particular whether they have established specific rules on hosting and management of
EHRs, required a specific authat®on to host and process EHRs (i.e. that goes rizkybe
notification procedure provided for in Article 18 of Directive 95/46/EC), set any kind of legal
obligation to have the data encrypted or set specific auditing requirements for the institutions hosting
and managing EHRs.
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3.3.1 Specific rules on hosting and processing of EHRs

The table below identifies the countries which have set (or are about to set) specific rules on the
hosting and processing of EHRs.

Table 7 Countries with specific rules on the hosting and processing of EHRs

Specific J i I I ) J -l

rules

While all the countries covered by tBridy have data protection rules that would apply to institutions
hosting and processing EHRSs, only half of thef) (iave set specific rules. In most countries, these

rules were set by the laws that established the respective EHRs systems, or in subsequent regulations;
this is the case for Austria, Estonia or SlovakiaFrance, the rules are set in the Public Health Code,
which was amended by the law setting the French EHR system. In the Czech Republic, it is the Act on
Health Service that sets the requirements for health data to be kept in an electronic form.

It shauld be noted that in Latvia the rules applying to institutions hosting and processing EHRs are
contained in legislation that was still not adopted. In the (Bfgland) the rules stem from
contractual obligations placed on healthcare providers and informgbvernance requirements
includinggood practice guidelines issued by the government.

3.3.2 Specific authorisation

Pursuant to Article 18 of Directive 95/46/EC, Member States must provide that the data controller
must notify the supervisory authority befararrying out any wholly or partly automatic processing
operation or set of such operations intended to serve a single purpose or several related purposes.
Article 19 defines the minimum requirements of such notification

Most of the countries covered dmt go beyond the provisions of Directive 95/46/EC, but a small
group has set specific authaaiion requirements for hosting and processing of EHRs. The table below
identifies the countries lich require a specifiauthorisatiorfor thehosting angrocessing of EHRs.

Table 8 Countries requiring a specific authorisation for the hosting and processing of EHRs

Specific
authoris
ation

France has adopted very detailed requiremepfsicable to the institutions hosting EHRs data:
applicants must provide extensive information demonstrating that their hosting system is secure and
sophisticated enough to ensutet the rules on EHRs (e.g. consent, access, confidentiality) are
fulfilled and that health data is well protectedpecially considering the risk. In Slovakia, the current
legislation provides only general principles and the legal basis for implemdeagisiation to define
standards for medical IT information systefyst to be adopted).

In Finland,the data systems dfistitutions hosting and processing data nu@hnply with essential
interoperability requirements and obtain a certificateasfformity issued by the information security
inspection body. In Latvia, the draft legislation requirestitutionsto obtain priorauthorisationby
concluding a written agreement with the National Health Service and showing compliance with
security, conectivity and confidentiality requirements of the internal systems.
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In the UK (England) a standard services contract is required to be signed by a contractor providing
medical services to the National Health Service and contains provisions for keepipgterised
recordsln addition, institutions need to adhere to specific information governance requirements.

3.3.3 Legal requirement for encrypted data

Encryption of data is one of the most common ways to ensure data security. Data is translated into a
secrefcode i.e. encrypted; in order to decrypt these, dapassword or key will be needéal practice,

in almost allof the countries covered, data from EHRSs is encrypted in some form or at least in certain
circumstances. In several cases this results frmmativice of thelata protectiorauthorities on data
protection like in Denmark, Greece or Portugal. In other cases, like Bulgaria, this obligation results
from general data protection rules that are applicable to EHRs.

Only a very small group of counts established a legal obligation specific for the encryption of data
from EHRs, the table below identifies these countries.

Table 9 Countries establishing a legal obligation to encrypt data from EHRs

Legal
oblige-
tionto \ v N
encrypt
data

In Austria, although there is not a general obligation to store the information in encrypted form, health
data must be encryptadhen stored in cloud computing storage environments; the transfer of health
data is only allowed on closed networks or in encrypted form. In Italy, encryption is required by the
proposed legislation still to be adopted. In Norway, health data that giicketitifies a person must be
encrypted, however this does not apply to the national database for electronic preschipfofend,
healthcare providers must also ensure that data are encrypted.

3.3.4 Specific auditing requirements

Even though all the couis covered have general auditing requirements that are applicable to
institution® hosting and processing of EHRs, only a few of them have set auditing requirements
specific to EHRs.

Table 10 Countries with specific auditinggquirements for institutio@hosting and processing of
EHRs

Specific

auaiing y v A ! ! v A

requi-
rements

In Estonia, security systems anglependently audited every two years. In France, ondéctree for

hosting EHRs expires, the hosting institution can ask for renewal, which will include, inter alia, an
external audit attesting the implementation of privacy and security policy. Swhdathcare

providers are responsible to implement measuresto keetogs t he access to pati e

47 Logs or audit trails register the system threads of access or changes and are usefuliodkaodwhen had access to the
patientb6s records.
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verification of logs should be done regularly and systematically and be documented and the logs
should be stored for at least 10 years.

In Norway, the specific legislation adopted in 2013 sets a series of rules on internaliostitutions
hosting and processing of EHRs. T8tandard services contrdabatcontractors are required to sign in
the UK (England)in order to be able to providmedical services to the National Health Service
mandates that the auditing functions of tteemputerisedsystem must be enablelh Finland, it is
requiredthe external auditing of the data systems of institutions hosting and processing oh&HRsS
well as the continuing seHauditing for users of the data systems (healtine providers and
pharmacies)italy is also planning to set specific requirements on operators tracking and audit.

3.4 PATIENT CONSENT

The concept of informed consent is directly reldtethe principle of the autonomy of the patient and
therefore it is understandabl e that mo st l egi sl
patientds consent before collecting, processing
the right to privacy of health data is respectédConsent is, under Article 8(2)(a) of Directive

95/46/EC, one of the exceptions to the general rule of prohibiafothe processingf special

categories of data, including data concerning healtlgcoordance with the definition of the same

Directive, the consent must be freely given, specific and infofthéd. with the content of the

patientés summary, the options taken by the | eg
influenceonthevh ol e eHeal th system and on the interoper
indo solution, wher e t h dhergandent every time cdaiskerd addedtor e t o |

his’herEHR, would certainly be coherent with the data protection requiresnad Directive 95/46/EC

but may hamper an effective eHealth systath i | e a ge®wted asnmyfapppar torsome

not to be in line with the requirement having specific consent. Th&orking Partyfavouredan
intermediate solution whichcouldguar ant ee t he necessary amount of
the necessary practicabi | PtTie Workidg Party is &fithe opiniont y o n
thatthe exemption of Article 8 (3), to process personal data without the expligémraf the data

subject, could only pertain to the processing of medical stataly for those medical and healthcare
purposes mentioned there, and strictly under the
health professional or by anethperson subject to an obligation of professional or equivalent secrecy.

In the context of EHR, tharticle 29 Working Party notes that the arguments for introducing EHR
systems may, however, establish fs w®9s6/&EQ)it i al pu
arguesthain s ome Member States a 6right to hwhah t h prc
would underlinghe importance attributed to all appropriate meanachieve a high levelofi he al t h
protectiono. A n h &gl Renvieognmedtsewouldiceordirgy tocthe WorkindParty,
certainly be fiapuwhleidc oinn ti afosrened fnrdamentaly inteadedatm
guarantee adequate medical assistance to patients

According to the Working Party, Article 8(4) of the Directive could, therefore, serve as a legal basis

for EHR systems, provided that all the conditions mentioned therein are fulfilled. In particular,
suitable safeguards for the protection of personal idaten EHR system must be provided for. The

p at i selhdetérminatiorconcerning when and how Higr data are used should have a significant

role as a major safeguard. The Working Party introduces at this point the distinction between
Aiconsentroeeanmechtfdag " The functionality of HfAagreein
di fferent from ficonsentod under Art iteneetwithall 2) of
requirements of Article 8 (2): e.g. whereas consent as a legalfbagicessing health data would

“®Wi |l son, P (2012), o6Legal frameworks for eHealtho6, p. 19 (J
4® Article 2(h) Directive 95/46/EC.
%0 Article 29 Working Party, Working Document on the processing of personal data relating to hesléhtionic health
E?cords (EHR) (00323/07/EN, WP 131), adopted on 15 February 2007
ibid., p.13
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al ways have to be fiexplicitd according to Articl
be given in form of an ogh T the possibility to expresself-determinatiorcouldi depending on the
situationi alsobe offered in form ban optout/ a right to refusé>.

The view that the concept of consent is in fact not the most adequate basis for processing data in
eHealthapplicationss also shared bijteraturé®. Van Doo®laere and othersstresshat the European
Commission shouldfi c-ardinate the adoption of specific rules for the processing of health
information to allow for proper balancing of pat
t he ¢ onc e p¥Alwfigh Article 8o&Diréctive 95/46/EC gives several exemptiBristher

than patient consent) to the prohibition on processing medical data, in some Member States, patient
consent is needed for the creation of an EHR and also for access to an EHR (unless the patient is
unable to give it, e.g. due to being temporarily incapacitated by medication). Arguably, there may be
valid public health reasons for making EHRs mandatory for every patemt for giving healthcare
profesr%i?onals lawful authority to access an EHR even whgratient wilfully withholds his/her

conse

This section provides an overview on the stances taken by the countries coveredSbydshidn
particular, it investigates which legal or practical solutions have been chosen with respect to the
following aspects:

Whether there is specific legislation on patient consent as regards EHRSs or not

For what consent is requiréccreation and/or sharing of EHRs

Whether optingn or optingout are foreseen by the relevant legislation oy not
Whether there aregjal information requirements prior to the creation of EHRS qr not
Whether consent must be given in writing or;not

Whether consent is required for crdmsder access or not

3.4.1 Specific rules on patient’s consent

Only few countries have speciflegal rulesregulating the patietd consentin relation to EHRsn
place. As shown in the table below, less than half of the countries covered Byuthis(1l3) have
legal rules on patient consent in relation to EHRs in place.

Table 11 Countries with legal rules on patient consent

HIEE S EEEE SRS EEIEEEESE SR EE
Specific
egalvles gy v A VA AN VoA v A
consent

The fact that a country has specific rules on consent in relation to EHRs in place does not necessarily

i mply that the patientds consent is required fo

%2 |bid. as note 46p. 1314

Van Doosel aer e, Cc. , Her ve, J ., Si | bert Find Recanmendaiidnd os o0 n , P.
Legal |l ssues i n e H-23% | avdilable 4t Bt:0wiv)v.ehma.prg/file®/L egally eHealbel 05
Recommendations?2.pdf

“Van Doosel aer e, Cc. , Her ve, J ., Si | beri Find Recanmendalidnd os o0 n , P.
Legal |l ssues i n e H-23% | avdilable 4t Btip:0wiviv.ehma.org/file®/Legally _eHealbel 05

Recommendations2.pdf

E.g. Article 8(3) of Directive 95/46/EC gives an exemption to the prohibition @isring health data where such data is:
firequired for the purposes of preventive medicine, medical
of healthcare services and where those data are processed by a health professional sulgecational lawé 0 .

%6 E.g. to facilitateepidemiological studies.

5" E.g. to investigate public health emergencies.
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has legislation on EHRs in place but does not regnéeonsent of the patient for thetseg up of the
EHR (but sometimesfor the sharing); the same applies to Denmark, Estonia, Finland Spdin

Sweden Draft legislation in Italy on the other hanggt i pul ates that the patie

consent is necessary for information to be included in the EHR. It further clarifies that failure to
consent access to EHR data does not prejudice

In all of the counties general rules on data protectiand often alsgeneral rules on health data
apply. Among these countrigthe requirements are not uniform either. In most efdbuntrieslike

for instance, in Cyprus, Ireland, Lithuania, Portugal, Romania, Slaaki Slovenia, general rules
apply but no consent is required for the setting up of EHRs. It may, however, be required for the
sharing of data, for example in Cyprus and Ireland. Greece and Bulgara havespecific rules on

EHRs in placeandthe geneal legislation on data protection ajgdl In contrast to Greece, Bulgaria

does have an EHR system in place. The EHR is, however, set up automatically for every insured
person covered by the Health Insurance Law.

3.4.2 Rules on patient’'s consent to create EHRs

h

Rul es on the requirement of the patientds conse

seven countries set out in the table below.

Table12 Countries requiring consent to create EHRs

SRR = EEEEEE EEEE S
Consent
required J J J J J |
for
creation

It should be noted that in the casefafstria, Luxembourg Norway, Swedenand the UK(England5®,

the consent is implied, anmhtients have the choice to apit(see belovihe section on opbut). The

extent to which the consent iluntary in Croatiais questionable. Here, the use of services of
Opri mary healthcare doctorso, S uc h nagvingGlkes and
consent to the creation of an EHR. It should also be noted that, under Norwegian legislation, no
consent is required for the pessing of noranonymiedh eal t h data where thi
achieve the pur pos € regsters tarhnet onlyelg iSgstere of dNotificiRienl ok v a n
Infectious Diseases but also, for example, the Cancer Registry and the Norwegian Register of Patient
RecordsIn practice, consent will thereformt be requireth many cases

A relatively largenumber of countries apply general data protection laws and do not require the
patientds consent to process health data. For
Directive 95/46/EC literally. It thus states that the prohibition to procesomar data concerning

health must not apply where processing of the data is required for the purposes of preventive
medicine, medical diagnosis, the provision of care or treatment or the management oetdrealth
services, and where those data are prodebgea health professional subject to the obligation of
professional secrecy or by another person also subject to an equivalent obligation of secrecy. This
approach has been taken, in the same or similar forms, by Lithuania, Portugal, Romania, Slovakia and
Slovenia.

The table below identifies the (four) countries that have chosen dn approach for the creation of
EHRs and those (three) countries that have chosen aubapproach.

%8 Note that in the UK consent is not required for a GP or hospital to create an EHR, however for the summary record (e.g.
SCR in Englad) consent is implied but patients can-opt

Milieu Ltd 7 time.lex Overview of the national laws on electronic health records in the EU Member <
Brussels and their interaction with the provision of creksrder eHealth servicgg July 2014 /32

S

C

€



Table13 Approach to the creation of EHRspt-in versus opbut

| RE2pUEEHEgTEEIe-S233522 5255383
v A v

Opt-in N
option

Op’r—.ou’r N N Y
option

The countri es t hadnsentferghe icreadon of lEldRs paa bel splinin tve groups:

Those countries where the patient must actively give their consent to the EHR to be (optsied

and those countries where the patient 64 (EHRs ar
6opts outd). The first group covers Croati a, Fr
Austria, Luxembourg and the UKEngland) In the UK (England) for example, a Summary Care
Record(SCR) is created with the (implicit) consent opatient. A SCR by defautinly contains a
patientdés medications, adverse reactions and al
be added to the SCR with the consent of the pati&lhtpatients (16 years and over) are sent
information packscontaining a letter from thei€linical Commissioning Group Patient Summary

leaflet and a Freepost Bput form. Patients are given a period of time (about 12 weeks) to decide
whether they wish to have an SCR created for them. They can seek fustiver \dd various sign

posted information sources. If they wish to have an SCR they are not required to take any action and

one will be created for them. If they do not wish to have an SCR they are required to complete the opt

out form and return it to theGP practice.

3.4.3 Rules on patient’s consent to share the health data

The table below identifies only those nine countries in which legislation requingler certain
circumstanced, he pat i e nhisthherEHRdorbe sharad. f o r

Table 14 Countries requiring consent to share EHRs

Consent

requred v A YR VoA A v

for
sharing

The countries inwhich e gi sl ati on r equi r disherEMReto bhge sharedecantbé s ¢ o n
divided into two groups.

The first group is the group of countries where an explicit consent is required for EHRs to be shared

but often this explicit consent is not necessary for sharing data among healthcare providers having a
therapeutic relationship with the data subjelhis group consists of Croatia, Denmark, Estonia,

Finland, France, Germany, Luxembourg, the Netherladdsyay, Swedenand (to a certain extent)

the UK (England) For example, nder Danish legislation certain situations do not require an explicit
consent. These situations are I|isted in the rele
accephnced by t he ptletréagnenbf.the patientandst redquire ohat his/her data are
shared A similar policy applies in Finland where the legislation also provides for certain exemptions

from the requirement of informed consent.the Nethéands, the rule is that explicit consent is
required for sharing data by healthcare practit
rel ation6 wiitnh ctahsee tohfi’ tddfungsayr the expidit Eonsend is not required,

% The Code of Conducbn Electronic Data Exchange in Healttema kes a distinction between 6
t r afTffhiecét erm oO6pul | trafficd is wused metlicaldile to @ group of bemlthearepr ov i d «
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except if data regarding previous treatments is to be shbreglveden an explicit consent of the
patient is not needed to include the health information of that patient into the national EHR sharing
sygem (NPO) but this consent is needed before an individual professional is allowed to access the
data. The particular situation in the UKEngland)is described in greater detail below (aptfor
sharing).

The second group are those countries where coisalwaysimplied. These are Austria, Estonia and

France. The situation in Austria is described in greater detail belovo (apt ) . I n France, t
explicit consent is mandatory for the creation of BidP. Once a DMP is createdio additional

explicit consentis required for the sharindror the sharing consent is impliedA similar approachs

taken by Estoniawhereinitial patient consent to share data for the purpose of providing healthcare
services is not required

Two countries (Maltaanir el and) requi r e t dtheir pHRS undenthed@eneral o ns e n
data protection lawbut these laws are of course transpositions of the European Directive 95/46 and
sharing EHR information will therefore also possible on the basis of ther]@kemptions provided

for by Article 8 of this Directve. The ot her <countries do not requir
their EHRs, at least not as long as the data are used for medical purposes concerning the respective
patient.

In the table ba&lw, countries are identified which have chosen to apply a#inopt optout option as
regards the sharing of EHRs.

Table15 Approach the sharing of EHRS: ejot versus opbut

HEEE R EREEEEEREEEEFEEEEEEEEEE
Opt-in J J | |
option
Opt-out J A J J . |
option

Il n t he c ati exdghtythgse andintrigs arp included that require an explicit consent each time
EHRs are shared. This is the case in only three countries: Germany, Luxembouithaegpecto

sharing data with specialised physiciaB$ovakia. As explained in the introction to this report,
Luxembourg does not have any legislation in place yet containing a requirement on patient consent.
Luxembourg, however, decided to adopt anaytapproach for the creation of its E¥sigstem and

the processing of related health dddaring the pilot phase, the consent from patients is needed to
create an EHR. After the pilot phase,RSC will be created for all patients and patients will have the
opportunity to opbut. The patient will be entitled to decide which health profesksioren have

access to the RSC. Furthermore each fagens visit a health professionaihey must consent on

the accessby#dheal t h professional to their Hdadentsy gi vi
that the patient iphysically presentat the health professioralpremisesand acceptthe access. The

patient has, hence, to epteach time they visit a healthegprofessionalA similar approach is taken

in the UK (England)as regards SCRs (Summary Care RecoRlHjent consent is requiregch time

an SCRneeds to be viewedif the patient is unable to consent at the specific time (e.g. due to being
unconscious) and it is in the best interests of the patient to view their t8&@Rthe SCR will be
accessed without the patientds permissi As, but
mentioned before, this is also the approach followed in Sweden.

In Slovakia, there are ot rules for patient consent but only in akbn to granting access to

providerswho need to takeéhe initiative to consult the datush traffic6 involves thehe sendi
healthcare pvider who has treatment relationship with the person in questidrg will receive the data without having to
take the initiative or without having to undertake any additional action.
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specialised physicians. the patiens would like a specialised physician to have full accesthewr
EHR, they must give their consent.

The group of countrieshich have chosen an opbut approach are those which providdigras an

option to object to sharing their EHRs partially or tigtalAustria, for example, is currently
implementinga new legislation according to which all ingdr patientshave EHRs by default.
However, the patient may exclude all data or certain thatee shared and can also exclude certain
healthcare providers from being granted access to their EHRs. This flexibility is also allowed under
Estonian French, Hungarian and Spanish legislation. Spanish legislation seems to restriciatig opt
however,to historical health data. In addition, under Spanish legislation, the healthcare provider that
would have been excluded from the access would be notified of this fact. The Danish law differs in
that an opbut is only granted in those cases where explmnsent is not required.

3.4.4 Pdtient’s right to be informed before the creation of EHRs

Whether a country requires the information of the patient prior to the creation of EHRs can be seen in
the table belowHowever, this table only shows which countries have introdgpedificlegal rules

with regard to the information to be provided before the creation of EHRSs. In all other countries the
duty to inform the patient is based on the general European andahatéda protection legislation. It
should thus be clear that there is no country where EHRs can be created without informing the patient
in one way or another.

Table16 Specific ight to be informed prior to EHR creation

= > N w X — o =[5 w
= 2900 aEEzeEEERues2zE 2 EE S T S

Informati
on

requirem v v v VoA VA

ents prior
to EHR
creation

Only few countries covered by th&udy have establishedspecificlegal requiremento inform the

patient & the content of the EHR and their rights before the EHR is put in place. The ways to do this
vary. In Finland, a healthcare service provider, which has joined the national data system services,
must inform the patient afheseservices and other relevant information, suchttessrights of the

patient, at the latest in connection with the first service. Under French legislation, the patient must be
provided with an information paper leaflet an accessible manner for all patien&slso, under
German legislation, the patient must be informed; the form is hoywweeespecified. In addition, it is

not certain that this requirement which currently applies with respect to the useebfethlén Card

(before its first use) will be applickb also to EHRs. The draft Italian decree stipulates that
information must include, among other things, the advantages of EHR, the clarification that the
patientés refusal does not in any way afftheect t he
category of persons who will have access to the EHR. Similar provisions are in place in Norway. In
the UK (England) before the creation of an SCiRformation about purposes of an S@Rsent to the
patients andheyarealso directed to additionaburces of information about the SGRso an opiut

formis sent to the patients case that they do not want an S@me created. It should be noted that
Austria does not have an information requirement in place although patients must acthmlyibpt

they do not want their health data to be recorded in an EHR.

3.4.5 Wiritten consent

The below table identifet he countr i es t h atittenrcansentforrthe créatioe pat i
and/or sharing of an EHR.
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Table 17 Countriesrequiring written consent
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Consent
in writing v v

Only Croatia and Finland require that the patient must subialher consent in writing to be
effective. For Finland however this written consent specifically applies to the KANTA archiving
system. There is, of course, not an obligation to collect a written consent before creating or sharing
EHRs in generalln Norway, thePatients' Rights Act provides that the relevant Ministry may issue
regulations regarding a requirement of written consent. In Germany (which does not require written
consent), the conse-AaalthCad. 6documentedd on the E

3.4.6 Consentto cross-border access

No country covered by thiStudy requires patient consent for crdsder accessGenerally cross
border access to EHRSs is not operational.

3.5 CREATION, ACCESS AND UPDATE OF EHRS
Health professionals

The general obligation to prohibit the processing of health data implies that only very few individuals

or institutions should have access to such information and the possibility to erase it or somehow
change that information. Therefore, it is importankmow how Member States determine who can
create EHRs , who can access their i nf-to-knomaat i on ¢
principled, a derivation from Article 6laded of Di
and limited to tlhse needing access. Since the main purpose of EHRs is medical treatment and other
related purposes, in principle health professionals should have access to their content. In order for an
EHR access management system to take this principle into accannstibe backed up by reliable

ii denti fication and authenticationo of the heal't

The question of access to EHRs by health professionals is quite complex. It may happen that not all
health professionals have the same rights (both accesseatbn/updating rights) making it possible,

for example, that a specialist may have access to more information than a general practitioner, who in
turn will be able to access more data than a nurse or a pharmacist. In addition, some professions which
work also in the health sector can actually have access denied due to possible conflicts of interests
(e.g. occupational physiciang)n the contrary, in cases of emergenitye access requirements will

not be so strict.It is also important to know whetherdvhber States have determined not only rights,

but also duties for health professionals.

This section provides an overview of the choices Member States have made to regulate the
identification and authentication of health professionals, as well as whttyecat create and access
EHRSsi including also who has been explicitly excluded from having access and who only has access
in exceptional circumstancésor whether there is a legal obligation to update EHRs in place.

3.5.1 Rules for the identification and authentication of health professionals

The table below indicates whether or not the countries have set specific rules on the identification and
authentication of health professionals. If they have, the table distinguishes between those that set rules
requiring the use of-signature or smartcards.
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Table 18 Setting of rules on the identification and authentication of health professionals

signature
N A Vo VoA AN v v VoA AN

smart-
cards

Other A v v v N

No
specific v v v SR, Y R

rules

About half of the countries covered by thBudy have clear rules for thauthentication and
identification of health professionals; in most of these cases, the rules result from internal procedures
or practical guides and are not established by law. The remaining half hasnaitltafined any rules

or just set general prifes stressing the need for a proper identification of health professionals
accessing data from EHRs.

Among the countries which have defined rules, the use of electronic, cen@ésher alone or
accompanied by a personal password or a@igmeature is clearly the preferred option for the
authentication and identification of health professionals. Normally, the electronic card used to identify
health professionals is specific for health purposes, but for example in Malta the personal national e
ID is used.

Other approaches include the use of a username and password; this is the case fdn@gdgiism,

the eHealtkplatform has a strict user and access management system and checks in authentic sources
whether or not a health professional is reggisd. Additionally the healthcare professional has to
provide evidence of a therapeutic relationship with the patient from whom he eetpuesicess
healthrelated data; the evidence of the therapeutic relationship can be provided by varioudmrmeans.
Italy, the draft legislation lays down provisions on the profiling and authentication of persons who can
access EHRs but does not refer expressly to a specific méthBdland, users are identified either

with a qualified certificate or the apa | | etde ditprusf i | ed provided by th
Public Administration Services. In Portugal, the access is made through the local applications of the
healthcare providers, in accordance with their own internal rules for authentication and idemtificatio

(in Portugal these applications connect directly with the centralised Platform for Health Data).

3.5.2 Creation of EHRs

The sectiorsummarisesvhether or not the countries have set specific rules on the creation of EHRs
and, when this is the case, whethefalls under the responsibility of health professionals or other
individuals ororganisations

About half of the countries (14) covered by tBiady have either no specific rules on who can create
EHRs or rely on general rules for the creation of nadiecords or general data protection rules
(which would apply independently of the format of such records). When there are no specific rules on
the creation of EHRS, the norm is that this task will fall on health professionals; likewise, in the vast
majoiity of the countries where there are specific rules, it is for the health professionals to create
EHRs.

The type of health professionals able to create EHRs is seldom spebifi@fteece, Spain and
Slovakia, EHRs are created by the family doctogemeral practitionetn Poland, doctors, nurses and
midwives areauthorisedto create EHRsIn France and in Latvia, although it is not specified which
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health professionals can create EHRs, the law requires that the health professiondbifataceiit
the patient when inputting the information.

When the law does natecognie the competenceto create EHRs to health professionals, the
approaches vary. Under Austrian Il aw, some dat a
6phar maci es dpresstrefieemce to heslth prafessiomals. In Bulgaria, the National Health

Fund automatically creates EHRs (ilersonalisednformation System Records) based on the
electronic reports its partners are legally required to send. In Luxembourg, EHRs axéhbed for all

citizens of Luxembourg by the eldlth agency of Luxembourg. In Sweden, once a public authority or

private organisationor company are allowed to provide healthcare, there are no particular additional
requirements.

When there arsharedEHRssystems irplace, EHRs are normally created autonaiycor by public
authorities, based on the information of the more detailed EHRs of healthcare providers. This is for

example the cade Portugal, SpainLuxembourgand the UK(England) however,in France it is the
health professional who creates EidR directly.

3.5.3 Different categories of access for different health professionals

The table below identifies which countries have established different categories of access for different
health profesionals.

Table 19 Countries with access rights differentiated per type of health professionals

TEQP0ASdR T EERe=522532225253548X%
Different
categort y v VAN AN A NV v A
es of
access

About half of the countries covered (16) have set different categories of access to EHRs for different
health professionals. These rules stem from existing and planned legislation or established practices
and reflectthdineed to knowo principle derived from Art.i
other half of countries, only some have clear rules setting the same access rights for different types of
health professionals. This is the case of Bulgaria, where onessaiscgranted no type of data can be

hidden, and Estonia, which grants access to all persons who are healthcare professionals under
Estonian law.

When countries define different categories of access for different professionals, the approaches vary.
Some countries like Austria or Hungary defined different rules for different types of health
professionals such as doctors, dentists, nurses or pharmacists. Other countries differentiate between
the patientds GP and ot her stoé¢haforimér bup mootd thesladter,onal s
this is the case for France, Luxembourg or Slovakia. Another group of couirtclesling Sweden

andthe UK (England) attributed the task of deciding which health professionals have access to which

data to the healthcare providers (the data controllers).

Another approach is to give the patient the power to choose which health professionals will have
access to data, ardd which data. In this case, the decisive elemetihdsrelationshigbetween the
healthprofessionabndthe patients. For example in Croatia, the future EHR system is envisaged in a

way to give the patient t he paestedrdoctorgprigarydheatth ac c e
care); to all doctors within the primary healthcare and other users with the additional approval; to all

the users; or to no user at all.
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3.5.4 Explicit prohibitions

The table below identifies those countries which have set explicit occupational prohibitions in relation
to access to data from EHRs.

Table 20 Countries with explicit occupational prohibitions

A IEEEEEEEEEE G EEEEEEE S EEE
Explicit
prohibitio  \ N \ oy

ns

Only a small minority of the countries coverd) flas set clear and explicit occupational prohibitions

to access data from EHRs. However, in practically all of the remaining countries, even though there is
no explicit occupational prohibition, insurance companies, occupational physicians, and otlaers are
priori excluded from accessing data from EHRsesults in some cases from the fact that the law list

the categories of professionals who can access the data (and occupational physicians or employees
from insurance companies are not included) and in athsesfrom the structure of the systems in

place, which only allow access to health professionalkeatitated in health care institutions or
otherwise duly certified.

The countries that have set explicit occupational prohibitions have chosen different approaches. In
Austria, the law prohibits the access of occupational physicians, employers, humancees
consultants and insurance companies. In Belgium, insurance companies are also not allowed to have
access to or to receive a copy of the EHR. Under the French Public Health Code, occupational
physicians are denied access to the EHR, which also chansed to conclude insurance contracts or

any other contracts (e.g. loan) that require a health assessntbetNatherlands,r o p o s a l Pati e
Rightslaw provides for the prohibition of accesstwfalthcare insurance companies, company medical
docta s , i nsurance companiesd® medical advisors and

disclose information of some EHRSs to the employer, insurance company or the public prosecutor even
if the data subject consenti$aly is also planning to excledcertain professionals from accessing
EHRs.

3.5.5 Exception to access requirements in emergency situations

About a third of the countries covered have set exceptions to the access requirements to EHRs.
However, it should be noted that in the remairgogntries exceptions for emergency situations would
generally also be allowed under more general rules of data protection and/or health data.

Exceptions to the general access requirements are particularly relevant for the countries which require
the conset of the patient to access EHRs. Thus, for example in Finland, EHRs may be shared only on
the basis of the consent of the patient, except if a legal provision provides that the consent is not
necessary, for example if the patient is unconscious. AlsecaincE, if the person is unable to express

his will and if circumstances requiren emergency physician may decide, in the interest of the
patient, to access the EHR without obtaining prior consent.

In Italy, a draft implementing decree widens the scopée exception to situations which do not
specifically regard the patient, such as public health emergencies. The approach in Spain is different,
but it is still related to consent: the patient may decide to hide part of the information but the GP has
access to the fact that the patient decided to hide data and due to emergency vital reasons the GP may
overrule this decision.
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3.5.6 Legal obligation for health professionals to update EHRs

The table below indicates which countries specifically require heaidfegsionals to update EHRs.

Table 21 Countries requiring health professionals to update EHRs
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Only a minority of the countries covered by tiudy have a specific obligation for health
professionals to update EHRs established by law: Austria, Bulgaria, Croatia, EBtanizg Latvia,
Poland,Portugal, Romania, Slovakia and Sweden. In Austria and in Bulgaria, the timeframe for the
update of EHRs is also set by law;Roland andS| ovaki a, EHRs need to be u
after the provision of health care. In Portugal, a ministerial onder adopted specifically with the

purpose of improving the quality and quantity of the information from EHRs, setting the minimum
requirements for the dischardgttersand requiring these to be in electronic formatFrance the
legislationrequires thaeéach health professional must repliignosticand therapeutic elemeritsthe

DMP during each act or consultation. In addition during the stay of a patient in a health establishment,
hedth professionals museport in theDMP, the summaries of the kelements of the stay

It should be noted, however, that in the remaining countries this obligation also exists in practice,
based on the more general rules on data protection, health data or even medical ethics.

Patients: the rights on their data?

Under Directive 95/46/ECpatients are empowered with a number of rights in relation to the data

i ncluded in their-r EHRs , mo s t of which are direc
Article 12(a), Member States must ensure that the pdigsaccess to the data that was processed as

well as to the purpose of the processing of data and the identity of the recipients or categories of
recipients of the data.

The rights tathe erasure and correction of data, provided for in 12(b) of Dire@b/46/EC are also
related to the pati ent 6teerasorenad EHR is not withoutwantroveirsg, u | a r
probably due to the fact that in several systems health records are still seen as property of the doctor or
of the health syste, although much less in Europe. It is important to know in the different forms in
which these and other connected rights (e.g. the right to download EHRS) have been reflected in the
national laws of the Member Statel$.is also worth identifying the difrent ways patients are
identified and authenticated for EHR purposes, in order to assepatients right to privacy and the

access to hikerown data are ensured.

This section provides an overview of the choices Member States have made to rdwilate
identification and authentication of patients, their access rights in relation to the information included
in EHRsI including whether they can know who had access to their EldRsvell asa patients right

to download, modify or erase that informoat

3.5.7 Rules on patient specific identification number for eHealth purposes

The table below distinguishes the different systems used by the countries to identify patients
depending on whether they rely on specific identification number for eHealth psiqrogse ID card
or health insunace number.
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Table 22 National systems for patient identification number for eHealth purposes

Specific
eHealth
number
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number

There area lot of disparities between countries on the rules to identify patients. None abuntries
currently apply a specific identification number for eHealth purpezespt for UK (Scotland) where

the Community Health Index (CHI) database created to hold patient demographics and some clinical
information has an associated CHI numbexdu® uniquely identified patients (for eHealth purpases)

All countries rely either on the ID card number or the health insurance number for the identification of
patiens. However some of the countries have set in place measures to ensure corifydehtiata.

For example, in France, patients are allocated a number generated automatically which does not allow
for identification of the person. This number is the INS which is an identifier assigned to each

A

beneficiary of the national healthcarettgon t he pati ent 6s Heal t hcare Car

In the Czech Republic and in Slovenia there are still no EHRs systems in place or rules on the
identification of patients for eHealth purposes. In Cyprus, Germany and Ireland, although there are no
EHRs systems yet ingte there are already rules on the identification of patients for eHealth purposes
in place or envisaged.

It is important to note that in Spain, idacentralisedystem where Autonomous Communities have

set in place their own EHR system, all health sdrave to incorporate a common set of basic data and
will be linked to the unique personal identification code for every citizen in the National Health
System. Thisharmonisatioraims to provide standard data for each person regardless of the health
adminetration issuing the card. The basic data on the health card include the personal identification
code assigned by the regional health administration issuing the card({JTR the name of the card
holder and the unique personal identification code oNgu#onal Health System (CIBNS).

3.5.8 Right to access information

While all countries covered by tigudy provide to patientthe access to their EHRs, only some of
them grant full access to these datdthout providing for exemptions and/or restriction3.he
following table identifies those countries where full access is granted, without exemptions or
restrictions.

Table 23 Countries granting patients with full access to their EHRs

| <E200EEEUSEERe-532T025253YE
v A VA v Vo4 A

ol SR v

Access

In all countries coveredpatients are entitled to access their EFR& some cases, like Austria or
Slovakia, this right to access is established in legislation specific to EHRs; however in the vast

®Note that at the time of writing such right to full access to EHRs content is not in force in Netherlands but it is planned
under a draft law.
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maj ority of the cases, the patientods right to
protection rules, transpogjrDirective 95/46/EC. About half of the countries covered extended this
right to all the data included in the patient6
exemptions and restrictions in this context, as possible pursuant to Article 13 dhvBigs/46/EC.

Among the countries which do not allow patients to access all the content of their tBelRgical

exception is where access could cause harm to the patient. Other grounds for not providing full access
include for example genetic informéon where accessould alsocause serious harm to the relatives

of the patients(Cyprus) or access to results of medical examinations (in Hungary).

There are different approaches to condition t he
Estona , patients can have access to all/l of their E
the healthcare provider may set a time limit of up to 6 months upon forwarding dataBstdh&n

National Health Information System the course of with the patient can only first examine his or

her personal data only through a health professional. Under Slovakian law, the patientdrast

access to theesult of the examinations of diagnostic and treatment components; however, these can

be made aailable to the patient by the health professional who requested the medical examination or

the treatmentUnder French lawpatient has as principle full access to his/h&tHR; however in

certain situations that could cause harm to the patientformation needs to be first disclosed to the

patient in a meeting before being accessible on the DMP.

3.5.9 Right to download

The following table indicates which countries ha
all his/her EHR content.

Table24Countries with right to download patientds d

Right to
down- v VoA VoA VAN NN

load

More than one third of the countries covered by 8uigly allow the patient to download all or at least
some of his/lher EHR content, even though in most cases this is not detailed in legislation. In the
remaining countries, however, the patient is norynalllowed to request paper and/or digital copies of

the information included in the EHRs. In some cases, like in Bulgaria, although the patient cannot
download the content, s/he can still cqgaste the information from the screen, which will have the
sameeffect. The norm is that when patients have access to their EHRs, they will, by one means or
arother, be able to have copies of that information.

3.5.10 Right to know who accessed EHRs

The patientsd right to know who accessed their E
data protection law transposing Article 12(a) of Directive 95/46/H@. able below identifies those

countries which have enacted specific provisioasting suclaright in relation to EHRSs.

Table 25 Countries where patients can know who accessed their EHRs

Specific

fightto -y VoA v VA VA VA
know

who
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accessed

Therefore, about two thirds of the countries covered do not have specific provisions for EHRs. In
some of the countries that have established a specific right for the patients to know who accessed their
EHRs, the information is usually directly availalole online platforms- this is the case for example

for Estonia or Lithuania. In Itaj\draft legislation will also allow that possibilitilote that in Sweden,
patients can know who accessed their EHRs but upon rdquésthealth care providerft. should be

noted, however, that in practice this happens also in several countries which have not set a specific
right to know who accessed EHRs, including for example France, Latvia or Portugal.

3.5.11 Right to modify and/or erase data from EHRs

Article 12(b) of Directive 95/46/E@rants data subjects the right to erasure and correction of data that
concerns themThis provision applies to datéhe processing of which does not comply with the
provisions of Directive 95/46/EC, in particular because ofinkemplete or inaccurate nature of the
data. Thus, in principle the mere transposition of Directive 95/46/EC would not give the patients the
right to erase or modify all data of their EHRs for reasother than the nenompliance with the
provisions of he Directive.

Table26Pati ent 6s right to erase/ modify EHRs dat a

Erase
data
inputted \ \
by another
person

Hide data v \

Modify/er
ase data

inputted \ SAREVAREY y v v
by the
patient

Most of the countries covered do not go beyond the provision of Directive 95/46/EC, not allowing
patients to directly erase or moddyy data from EHRs. Austria appears to be the only country where
patients have the right to directly erase all data from their EHRs. They cannot, however, update or
modify any dataln France, erasure of documents may take place in common agreemenheattha
professional. In case the patient decidesusers of the DMP will not be aware that some data has

been deleted or that a file is incompleartfrom the author ofthe document andhe family doctor.
Furthermore théT system keeps track difieseactions.Two countries allow the patients to hide some

of the data in their EHRSs. In Italy, draft legislation will allow the patient to decide to hide certain EHR
data, which would thus remain visible only to him and to the person(s) who genietedThis

seems that it will also be the case for Luxembourg once the EHR system is in place.

In about a third of the countries covered patients are entitled to directly modify and erase the data
included in their EHRs that they themselves have inpatteldwhich is stored separately from the rest.

It should be noted that no country allows patients to directly modify data that has noegistred

by the patients. In Germany, patients will be able to input some data in some of the application of their
EHRSs, which they can also delete later. Also in Porttlgapatients can, at any time, update, modify

and erase the information that they have registered themselves (including e.g. height, weight, blood
glucose, blood pressure, cholesterol).
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In Sloveniaaunder the gener al patientodos right l egi sl at
request to the healthcare provider that their comments are added to the records in their medical files,
which would include EHRs. A cair pielt ar dey stad m,d a ed
currently being developed in the Basque Country to enable the patient to add specific comments in the
EHRs, in relation to the treatment followed.

3.6 LIABILITY OF HEALTH PROFESSIONALS WITH REGARD TO EHRS

While EHRs may allv the correction of medical errors (emmp morehandwriting errors, better
traceability of data), the liability of health professionals may be enhanced by EHRenfessgjon to
check EHRs resulting in a misdiagnosis that led to serious harm, omissiotetaelevant health data

in EHRs leading to mistreatment by other health professionals, potential personuaiotidians).
However #most all of the countries covered have chosen to rely on their existing medical liability
rules for health professiorsalvith regard to EHRSs.

With regard to those countries which have adopted specific liability r@esatia, Finland and
Sweden have adopted specific medical liability rules with regadhtaerrors and erasing EHRs
data In some countrigdiability for erasing EHR&data may simply not be possible: for instance, the
Austrian EHR system does not allow health professionals to erase data.

In Croatia, health professionals are responsible for the completeness and accuracy of the data entered
into the EHR under the Croatian EHR legislattoMoreover, they are also forbidden to damage,
alter, erase, destroy or make unusable data and programmes contained in the EHRs system.

Under the Finnish EHR legislati®i healthcare service providers aresdand er ed 6écontrol | e
and as such are responsible for the content and accuracy of EHRs stored in the national data
repository. Moreover, the person that enters the itathe patient data management system is also
responsible, and a draft law prges to extend this liability to include tberrection of faulty data

In Sweden, the EHR legislati®hstipulates that theersontaking care ofa patiend gournalis also

responsible foithe information in this EHR, and thatat i ent sd6 r e eraseddos mateay no't
incomprehensibleHowever, the legislatiomefers to the Swedish Personal Data #ith regard to

liability for damages

These specific liability rules are mostly reinforcing or highlighting the general liability regime. As
such, aparfrom a degree of legal certainty provided by the expressed mention in the specific national
EHR legislation, these specific rules do not add any new element to the national liability regimes (e.g.
exemptions whether general or related to different megrodéssions or circumstances).

3.6.1 Accompanying measures on liability with regard to EHRs

Three of the countries coverdBulgaria, Italy, United Kingdomare implementing accompanying
measures on liability with regard to EHRS, such as the developmenttaffags@lelines or awareness
raising activities including training delivery. These measures are only legally foreseen in one country,
albeit at the moment in draft legislation (Italy).

The very nature of th&ulgarian EHR system, whereby EHRs are autowwly updated from
information provided by health professionals under a reporting system in order to obtain remuneration,

®1 Ordinance on the Method of Keeping of Personal Health Record in the Electronic Parmav i | ni k o nalinu
osobnog zdravstvenog klar(tf®@.aG.uo,el Nkt r®an/il1&)o.m obl i ku

62 Act on Electronic Processing of Client Data in Social and Health (Cate sosiaali ja terveydenhuollon asiakastietojen
sahkoisesta kasittelyst&59/2007).

& patient Data ActRatientdatalag 2008:355
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means that measures aimed at limiting responsibility of health professionals with regard tseEHR
mostly indirect For instance, ingt errors into EHRs would stem from input errors in the reporting
system. As suchguidelines and trainingare provided with regard to the reporting systahich
indirectly result in limiting the liability risks posed by EHRs to health professionalsarticplar, the
Bulgarian National Health Insurance Fund publishes guidelingts arfficial website to ensure the
correct use of its software andparticular its reporting systerivioreover, in the event @nupdate to

the funddos sys thesmew instractonsfat leadt a pnankthlprios to the launch of the
updated system. Finally, the Bulgarian Medical Association also organises regular trainings for health
practitioners regarding the correct use of the reporting system.

A draft decree in Itgl foresees the delivery dfaining in order toinform users of risks affecting
personal data, of access and processing of data, and of relevant security measures

In the United Kingdom, general practition@rguidelines includeguidanceon the development,

deployment and use of IT systems. Moreover, thaf or mat i on Co mmebsitti oner 6

containsvarious types oinformationdedicated tdhe healthcare secféincluding on data protection
obligations, awareness toolkit on datatpotion, incidents reporting toolkits, information on audits
and advisory visits.

3.7 SECONDARY USE OF HEALTH DATA

The Commission Action Plan on eHealth has as one of its main objectives to support research,

devel opment and i nno&awibh; banp malgdalge amuntw afy § ot a s

data for the benefit of citizens, researchers, practitioners, businesses and decisiorf’>. makers
Accordingly, Article 14(2)(b)(ii) Directive 2011/24/EU sets as one of the objectiféhe eHealth
networkto draw up guidelinesodef f ecti ve met hods for enabling
public health and e s e arhecehoémous potential of using of eHealth data for scientific research is
widely acknowledged bynedical researcherand has been ddessed by legislators, which have been
usually focusing on whether the data is identifiable of°nétticle 8(4) Directive 95/46/EC refers to
reasons of substantial public interest, subject to suitable safeguards and laid down by law, as a valid
basisfor exceptions to the general rule prohibiting the processing of sensitive data. The Working Party
considers that the exception set by Article 8(4) opens the door for the use of EHR data for medical
scientific research and government statistics but corssitd@t whenever feasible and possible, data
from EHR systems should be used for other purposes (e.g. statistics or quality evaluation) only in
anonymisedform or at least with secumeseudonymisatidi According to the American Medical
Informatics Assocation, secondary use of medical health data applies personal health information for
uses outside of direct healthcare delivery. It includes such activities as analysis, research, quality and
safety measurement, public health, payment, provider certificaticaccreditation, marketing, and

other business applications, including strictly commercial actiAties

This section analyses the approaches adopted in the countries coveredshydthisn the secondary
use of health data. It identifies in the coiggrcovered whether there is a specific legal text on the
secondary use of health data, what are the secondary uses foreseen in law and the safegoaals
and secure the secondary use of health data.

®41Cc0O guidance for the health care sechitp://ico.org.uk/for_organisations/sector_guides/he@dist access April 2014).

®Commi ssion Communicati of026-¢Haalviah i Aet hem|l Phamar20fdr the
736 final).

Wi |l son, P (2012), &dlmglmd, fpamedor&saifloabled at :
http://whglibdoc.who.int/publications/2012/9789241503143_eng.pdf

87 Article 29 Working Party, Working Document on the processing of personalrdkting to health in electronic health

records (EHR) (00323/07/EN, WP 131), adopted on 15 February 2007.

8 Toward a National Framework for the Secondary Use of Health Data: An American Medical Informatics Association White
Paper American Medical Infamatics Association 2006 available http://jamia.bmj.com/content/14/1/1 .full
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3.7.1 Specific law on secondary use of health data or rules from the data protection
legislation

The table below highlights the countries that have decided to regulate the secondary use of health data
compared to the ones that rely general data protection law.

Table 27 Speciic law on secondary use of health datarules from the data protection legislation

Specific
law on

secondary y N B L L R e A AR Y

use of
health
data

General

dafd YN NN AV v oA v v

protection
legislation

More than half of the countrigd8) have set specific laws on the secondary use of health data. For
example the legislation in Italy provides that EHRs are established, inter alia, for the purposes of
medical and epidemiological research, as well as health service planning and evallegioinaft
Latvian law on EHRs specifies that health data kept in EHRs may be usaddoondary purpose
under certain conditions. The legislation of Luxembourg providesahahymisednformation for
statistical or epidemiological purposé®m the shaad EHR system can be exchanged between
different competent authoritige.g. the elealth Agency, the Health Ministry, the National Health
Laboratory) usig automatic procedures or ndte French law requires that health data for research
purposes issubject toauthorisationby the data protection body and consultation by a committee
composed of relevant persons in the field of health, epidemiology, genetics and biostatistics. This
committee delivers an opinion on the research methodology, the negskfof personal data and the
relevance of these in relation to the objective of the research.

The other countries rely on the personal data protection legislation to regulate the secondary use of
personal data. For example Germany allows the colleotibn s peci al categories of
required for the purposes of preventive medicine, medical diagnosis, the provision of care or treatment

or the management of health care services, and where these data are processed by health professionals
subject to the obligation of professional secrecy or by other persons also subject to an equivalent
obligation of secrecy6, but does not regul ate in

3.7.2 Secondary use foreseen in law

The table below highlights velt the secondary uses of health data foreseen in the countries covered
are(i.e. general research/scientific purpose, epidemiology, statistics, other uses).

Table 28 Secondary uses foreseen in law

General

et YN A NN A NAAAIANANAANAN A AN AN A A

scientific

purpose
Epide- y v S A y y
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uses

All countries covered specify in the law the secondary uses of healtffatatehich purposes?with

the exception of Germany. They almost all (with four exceptions) mention in their legislation that
secondary uses will serve the purpose of scientific and statistical studies. Some specifically state in the
law that health data can be used for epidéogical purposes.

Several legal texts refer to other uses. For example Cyprus, Bulgaria, Belgium and Romania refer to
the use of data for historical purpose. The Italian law specifies that EHRs are established also for the
purposes of medical and epidiological research, as well as health service planning and evaluation.
The Latvian law states that health data can be used by State institutions and courts when it is necessary
to protect other interests protected by law. Spanish legislation mentidnactiess to the clinical

history is possible for judicial, epidemiological, public health, research or education but within the
framework of the data protection and the General Health legislation. The Swedish law provides that
health data can be used testmatically and regularly develop and safeguard the quality of health
care administration, planning, followp, evaluation and supervision of health caard tocreate
statistics.

It is interesting to note that the Danish legislation explicitly prisdhisecondary uses other than
scientfic and statistical ones.

3.7.3 Safeguards

Several measures exist to secure the secondary use of liataubsectionidentifies what measures
are taken by the countries covered to protect personal health data in saserafary use. It focuses
on:

A Whether there are requiremstd anonymise health data for secondary use
A Whether the patient consent is taketo account for secondary use.

Table 29 Requirements on anonymisation

Anony-
mised v N V v AN v oA A V v oA AN VoA AN AN V

data

In almost all countries covered, the national legislation provides that, as a principle, health data must
be anonymisedor secondary use with the exception of Cyprus, Croatia, Greece, Ireland, Malta, and
Swedef?. In the countries that set rules on anonymisatemeprovide exceptions to this obligation

of anonymisationof data under very specific circumstas and safeguards such as a prior
authorisationfrom the data protection body and/or the prior consent of the patient. For example, in
Belgium, if the secondary use of health data is not possith®ut the identification of patientg&n
authorigtionis needed from the Sector Committee for Social Security and Health. In angudse
secondary use will only be possible after prior informed consent of the patient. In Estonia the
processing of noanonymisedEHR data is only permitted if, after remowvafl the data enabling

®n general no, but in certain cases, data has to be anonymised, which depends on the specific register.
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identification, the goals of data processing would not be achievable or it would be unreasonably
difficult. There must be predominant public interest for such processing and the obligations of the data
subject must not be changed a®sult of the processing and the rights of the data subject must not be
excessively damaged in any other manner. The patient is notified that his/her health data is being
processed. The aforementioned requirements apply only if secondary use of heatdkemtplace

without the consent of the patient. If the patient consents to secondary use, the requirements do not
apply, however, the processinghefalth datanust still be registered with the data protection body.

Table 30 Patient consent related to secondary use

Patient
\/
consent

Very few countries set requirements on patient consent for secondanf bealth data®). As

already mentioned Belgium and Estonia request the consent of the patient in case health data are not
anonymisedr it is not possible tanonymisedata. Lithuanian legislation provides that persaizdh

may be processed for the poses of scientific research on condition that the data subject has given
his consent. Without the data subjectbés consent
scientific research only upon notifying the State Data Protection Inspectoréiés base, the State

Data Protection Inspectorate must carry out a prior control. Under the Data Protection Act in éhe UK
patient can withdraw consent to the processing of personal information for secondary care purposes. A
withdrawal form can be downéded from theelevant competent authorityebsité®. In Sweden the

law providesopt-out consenif the secondary use is for research.

3.8 ARCHIVING

Archiving duration of EHRs in the context of this project refers to the period of time during which
healthdata is stored in an electronic health record system. There are no specific rules at the EU level
on the archiving of EHRs. Howevearursuant to Article 6(1)(e) of Directive 95/46/EC, personal data
must be kept in a form which permits identification ofedsubject for no longer than necessary for the
purposes for which the data were collected or for which they are further processed.

This section will provide an overview of the rules thaply to the archiving of EHR4t identifies
whether the countreehave adopted specific rules for the archiving duration of EHRs or whether they
rely on the general rules on health records and data protection.

Specific rules for the archiving of EHRs

The table outlines which countries covered have set specific rules on archiving duration of EHRs and
the ones that rely on the general archiving rules on health records.

Table 31 specific rules for the archiving duration of EHRs

Specific N
rules

e N N e e e A A N A A AR

n the case of UK the Health and Social Care Information Centre (HSCIC)
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Very few countries (5) set specific rules on the archiving duration of EHRs. Austria, Estonia,
Lithuania set specific archiving rules with respect to the shared EHRs they have set in place. In
Austria shared EHRs must be stored for ten years and therbendsteted. In Estonia, the legislation
requires that the data from shared EHRs must be archived indefinitely. Lithuanian legislation requires
that shared EHRs are kept in the data base throughout the life of the patient and for three years after
his/her death. This is not yet decidedbut Luxembourg is planning to set a ten yéamshiving

duration from the closure of the shared EHR. France requires that shared EHRs must be kept for a
period of ten years after their closure. The Norwegian legislatiovida® that data in shared EHRs

must be deleted when they are no longer necessary for the purpose of processing.

In contrast, themajority of the countries (19) rely on the general archiving rules on health records.
Four countries rely on the general agirotection rules to regulate the archiving of EHRs. It is
important to flag that the archiving duration rules from general health records diverge significantly
between countries.

3.9 INTEROPERABILITY

The European Commission has renewed in 2012 dismmi t mafally matuee andl interoperable
eHealth system in Euroffé Interoperability in this context means the ability of two or more
electronic health record systems to exchange both computer interpretable data and human interpretable
informationand knowledgg.

Interoperability issues arise not only at the cilmssler level, but also for instance between health
institutions, health practitioners, and different geographical areas in a single Member State. In the
national development of eHealthhet countries covered may therefore already hexgerienced
different obstacledinked to the issue of interoperability of EHRs and developed various solutions to
address those. This section therefore assesses how the interoperability of EHRs is ragdlated
achieved in the countries covered, including with other eHealth solutions. It should also be noted that
five of the countries covered (Cyprus, Czech Republic, Germany, Ireland, Slovenia) have not started
the development of EHRs and therefore are nemtiled as possessing either a national system or
regional schemes.

3.9.1 Interoperability of national EHRs schemes
- National systems

A small majority of the countries covered have elected to implement EHRs through a national system,
and a vast majority of #se countries have complemented their national scheme with a centralised
database (e.g. France, Luxembourg). In some countries, the national EHR scheme has not been
launched or deployed but it is planned to be national (Latvia, Poland, Romania). In ,Cieatia
national scheme will be integratedth an existing national system used for other eHealth solutions
(ePrescription andReferra).

"Commi ssion Communicati oR020-¢ Healviahi ket hem| PhaaGOM(2012r t he
736 final).
2\WHO Glossary of globalation, trade and healthrtes, available atttp://www.who.int/trade/glossary/story021/en/
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In cases where a centralised database has not complemented a national system, the national scheme
relies on regionatchemes or local data stores by providing an interface between them. For instance, in
Austria the national system is a mere redirection system with links to the decentralidebekata
maintained by the numerous actors involved (hospitals, health profalssietc.). A similar system is

used in Spain where the centralised database consists of an exchange platform redirecting to the
different data stores implemented in the autonomous communities (regional database, regional health
centresetc.).

In Belgium, since 2008, the eHealtkatform provides a seriesofsoal | ed O6basic servic
be used by all actors in the healthcare sector and which can be integrated into the various eHealth
solutions offered bynformation and communicationedhnology providers. The Belgium eHealth

platform consists essentially of two layeasMetahub and a Hub. The Metaladnsists of a first layer

of information available on the level of the eHeaithatform itself which refers to the regional or local

networ k (the Ahubod) wher e darube folnd. Theldbastasecohddayera gi v er
information where one is referred to the actual location of the fdatexample the local hospital.

- Regional schemes

A minority of the countries coveredbe decided to implement EHRs through a regisnhémeAll

of these regional schemes are complemented by regional databases. In certain countries, such as ltaly
and Spain, implementation of EHRs regional schemes and databases is ongoing and/oméat differe

level of deployment.

Less than half of the countries vested with regional schemes provide for interoperability of these
schemes among themselves and a small number provide for interoperability with other eHealth
solutions.

- Interoperability between nanal systems and regional schemes

To note that a small number of the countries covered possess both a national system or database and
regional schemes. For instance, in Belgium, a national eHealth platform is developing as both a tool
providing certain ervices and a referral tool integrating different databases and networks that function

at the regional level.

In Finland, the national interface, Kanta, functions as a data transmission and archiving service
whereby regional schemes that join in tiaional infrastructure are required to be interoperable with
Kanta. Since Kanta also provides for other eHealth solutions such as ePrescription, interoperability
with these systems is ensured through this national interface.

- Interoperability of EHRs systs with other eHealth solutions

More than a third of the countries with a national system have legal provisions relating to the
interoperability of their national system with other eHealth solutions (e.g. ePrescription). National
studies however revedhdt this does not mean that interoperability is effective at the moment. For
instance, in France the law provides for interoperability of the EHRs with the national ePrescriptions
scheme, yet these two eHealth initiatives function under different schemeai@mbases. In Romania,

the EHR system is currently at the technical stage and, whilst different eHealth solutions will be
directly integrated in the national infrastructure along with EHRs, the law also provides for
interoperability of any other informian system used.

While a majority of countries with a national system do not have legal provisions relating to the
interoperability of their national system or database with other eHealth systems, this situation could
not be a hurdle in certain countriasd with regard to certain eHealth solutions (Croatia, Latvia,

Romania) where the national system will not only be dedicated to EHRs but will also integrate other
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eHealth solutions. This is also the situation in Luxembourg, but at this stage only vatd teg
ePrescriptions. However, coexistence in the same platform does not necessarily include
interoperability in every sense of the term.

In Germany, while there is no specific EHR scheme in place, telematics infrastructures are legally

requi r endt etroo pheer atbil e and compati bl ed and therefor
at the federal or regional level, should be interoperable.

3.9.2 Specific rules and standards on EHR interoperability

As shown inthe table below, less than half the countries covered bystindy implemented specific
rules and standards on interoperability.

Table 32 Countries with specific rules on interoperability

TEesbasug g eERues225202 525 Y x
Specific
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interoper
ability

A dozen countries covered have set up specific rules and standards on interoperability.

However, nearly half of these countries can be considered as having only partially adopted such rules
and standards (Denmark, Finland, Lithuania, Latvia, Poland,Portuggl Different reasons explain

this classification. Firstly, EHR legal requiremerits some of these countries are only in draft
legislation and regulations, or not yet implemented. Secondly, these requirements may only cover
certain specific elements of EHRs or certain schemes.

In Sweden, two standards have been developed basémiropean or International standardse
National Information Structure (Nnd theNational Interdisciplinary Terminology for Health and
Social Cardthe latter is partly based on tB&lOMED Clinical TerminologfCT SNOMED))

Belgium has developed andsas a standard for the exchange of minimal medical transaction
information, called SUmEHR. The SumEHR standard was introduced in 2005 and an EHR software
package used by a physician should be capable of exporting a SUMEHR message for any given patient.
Currently more than 80% of all GPs across Belgium use certified EHR systems with this capability. In
Slovakia, health care providers are required to use certified information systems which comply with
connectivity and security standards, as well as with meislentification and authentication of health
professionals.In ltaly, the draft implementing decree and an annex thereto lay down specific
provisions on interoperability

Although limited by the stage of implementation of its national EHR syddatand has adopted a
detailed set of rules and standards. In Poland, EHRs should be exchanged as Extensible Markup
Language (XML) files or multimedia files, with their logical structure further determined by the
administrator of the EHR system. The exdmmf data should be compliant with the XML or XML
Scheme (XSD) format and the Digital imaging and communications in medicine (DICOM) format.
Moreover, the same instrument details the steps and security requirements related to access to EHRs.

The absencef rules and standards efnot therefore mean that interoperability requirements are not
being implemented, and therefore national experts informed that certain standards are being applied
(e.g. Greece, France, Luxembourg) and developed (e.g. Franeed)réi practice. For instance in
Luxembourg, while no rules or standards have been adopted, the State is providing support to health
professionals to update their software to be interoperable with the national system which is tantamount
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to ensuring the henonised application of certain rules or standards. In France, the National Health
Agency is involved in international negotiations for the establishment of keddtied semantics. In

that perspective, the French EHR initiative is foreseen to make tise @évelopment of international

norms developed for instance under the Integrating the Healthcare Enterprise (IHE) initiative which
uses | SO recognised standards (Health Level 7
(CDA), and Digital imagingand communications in medicine (DICOM) standards) based on the
Logical Observation Identifiers Names and Codes (LOINC) database and universal standard. In
Greececompliance with the HL7 standard for exchanging information between health applications is

a practical requirement. On this badifi,7 Hellas is promoting a Memorandum of Understanding for
compliance with this standard.

Out of the standards and rules identified by the national experts, most standards seem to be based on
Extensible MarkupLanguage (XML) which derives from Standard Generalised Markup Language
(SGML; ISO 8879:1986). Bulgaria currently uses XML codes and in Poland EHRs should be, inter
alia, exchanged as XML files, whilst Health Level 7 (HL7) standards that use the XML cedesed

or envisaged i n Greece, France, and Lithuani a,
6Clinical Document Architecturedo (CDA) (I SO/ HLTY

Digital imaging and communications in medicine (DICOBO 12052:20067:

International Classification of Health Interventions (ICHI) depeld by the WHO, such as IED
10;

Logical Observation Identifiers Names anddés (LOINC) universal standards

Nordic MediceStatistical Committee (NOMESCO) classificationis¢cluding for instance the
SNOMED Clinical Terms codes;

NCSP+ (Nordic Casemix)

SSK10 klasifikators.

3.10 LINKS BETWEEN EHRs AND ePRESCRIPTIONS

EPrescriptionsare prescriptions for a medicinal product issued by a member of a regulated health
profession who igegally entitled to do so. Unlike traditional prescriptioaBrescriptionsre issued
and transmitted electronicalfy

The prescription, dispensation and provision of medicinal products constitute a central element of
healthcar€. One of the ways by whicDirective 2011/24/EC seeks to enhance safety and continuity
of crossborder healthcare is by ensuring that prescriptions issued in any Member Statezarale
recognisedn all other Member Stat&s The development afPrescriptionsind theirinteroperability

can help achieve this objective.

EPrescription may or may not be connected to EHRs. EHRs may include data on medicinal products
prescribed to the patient, offering doctors a record of previous or current medical treatments and
allowing them to evaluate interactions of differanedicines Pharmacists may be able visualise

and/or insert data into EHRs, thereby improving continuity of care between different health
professionalsEHRs may also be used as a tool accessible to doctors andaulists to receive and
submit ePrescriptions.

The following table provides an overview of the status of implementation of ePrescriptions in the
countries covered. The table shows that in 20 countries, ePrescriptions are already operational.

1 SO standard 1205 2cs? Digital imading ard tcdmmunicatian inmmaedicine (DICOM) including
workflowandd at a management 6.

"4 Commission Recommendation of 2 July 2008 on etmssler interoperability of electronic health record systems (notified
under document number C (2008) 3282), 83(f), read in conjunction with Article 3(k) of Directive 2011/24/EC.

7S Article 3(a), Directive 2011/24/EC.

"6 Article 11, Directive 2011/24/EC.
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However, his might not equate to full implementation. For example, in ePrescriptions are mainly used
in hospitals in Belgium and Cyprus, but not in local medical centres. Another five countries, hamely
Bulgaria, Hungary, Luxembourg, Latvia and Poland, are plarinvelop ePrescription systems in

the future.

Table 33 Countries that have implemented, or are taking steps to implement, ePrescriptions

Imple-
mentati-
on of N B L L L L L S R A AR

ePrescri-
ptions

The countries reviewed have taken different approaches in regulating the relationship between
ePrescriptions and EHRs.

In eight countries, no ePrescription system is yet in place. These are Austria, Bulgaria, France, Ireland,
Latvia, Luxembourg, Malta and Poland. However, BulgaHangary, Latvia, Luxembourg and

Poland do plan to develop ePrescriptions systems in theefutuother four countries, ePrescriptions

exist, but no EHR system is yet in place. These are Croatia, Czech Republic, Greece and Slovenia. In
relation to all the countries listed above, the question of the relationship between ePrescriptions and
EHRs istherefore not applicable, because either one or the other system is not yet operational.

In Hungary, howevemraft legislationsuggests that the existence of EH#ll becomea precondition
for ePrescription in the future. Similarly, in Luxembourg, tfe are clear indications from
stakeholders and publicly available informatibiat EHRs and ePrescriptions will be integrated into
one system and the existence of an BiilRbecomea precondition for ePrescriptign

In the remaining 16 countries, bo#Prescription and EHR systems exist, albeit they may be at
different stages of development. It is possible, for example, that ePrescriptions are used in (all or
some) hospitals, but not in local clinics, as appears to be the case in Belgium and Cyprus.

In any case, as the table below shows, out of the 16 countries in which both ePrescription and EHR
systems exist, only four have made or are planning to make the existence of an EHR a necessary
precondition for issuing ePrescriptions. These are Hungary nhloxerg, Norway and Slovakia. In all

other 12 countries, ePrescriptions can be issued regardless of whether an EHR has already been
created.

Table 34 Countries in with an EHR is or will be required for an s#cription to be issued

EHR
required
for i y y R
ePrescri-
ption

T At planning stage
78 At planning stage
9 At planning stage
8 At planning stage
81 At planning stage
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This study thusindicates that, at presenh most countriesePrescriptions and EHRs constittie
parallel systems which are not being integrated.
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4 CROSS-BORDER TRANSFER OF EHRS

4.1 LEGAL PROVISIONS FOR CROSS-BORDER INTEROPERABILITY OF EHRs

In the absence of specific EU legislation only a few Member States have set legal provisions-for cross
borderinteroperability of EHRs.

The Table below identifies which countries have adopted legal provisions relating to the
interoperability of EHRs in crodsorder situations.

Table 35 Countries regulating crosborder interoperability

TEQ008EudRTEER L 5225222803548
Provisions
OoNn Cross-
border y \ SRRV \
interope-
rability

A large majority of the countries covered (24) do not have provisions relating twadssborder
interoperability of EHRs.

Out of the countries (6) that do have such have provisions, legal situations are very different and
largely depend on the development stage of EHRs in the country. In most casebotess
interoperability iseither only required to be taken into account or considergdis not a legal
requirement in the development of EHR laws and policies or implementation of EHR syStems
instance, in Luxembourghe Law on the reform of the health systprovides that an implementing
regulationon her system (RSQGihouldset upconditions for the cooperation and créssder transfer

of data to the relevant authorities ather Member State of the EU or part of the EEAbut this
Regulation has not yet beadopted. In other cases, such as Romania, the draft Health Law provides
that the Health Ministry supports the development of European netwgrinnecting medical
services suppliers within the national territory, @mgouraing national stakeholders to participah
them.The draft law in Italy provides that the implementing ministerial decree(s) must establish criteria
for the interoperability of EHRs at regional, national and European level and the draftlléfania
providesthat exchangef patient datamedical images and ePrescriptions with other European Union
Member States shall be implemented by using epSOS and guidance and experience of other projects
as well as statutory requirements of the EU laaluding specificstandards

Several stakeholders intervieweflagged that there were few legal and policy initiatives on eross
border transfer of health datd national levebecause MembeBtates weranainly focusing their
efforts on the deployment of their EHR systémernally. They unerlined that competent authorities
did notconsiderthe crosshorder transfeof EHR as a mairpriority and that it should be dealt with at
the EU level. It was also mentioned that competent authorities did not want to deselsgborder
systemge.g. tiroughregional and bilateral agreementsat could potentially be in contradiction with
the future action of the EU.
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5 RECOMMENDATIONS

5.1 CONTEXT

The recommendations in this chapter are built upon the findings of the comparative analysis and the
section 6 the national reports on legal barriers and good practices identified by stakehtzl&ieig

also into account the conclusions presented by the different working groups during the expert
workshop that took place on 18 June 2014, inBrussel§ hey f ocus on how Membe
the European legal framework should evolve to allow the deployment of EHRs in the EU and to
support crosborder exchange of health dafBhe recommendations are addresseddmpetent

national authoritiestiie dHealth Network and the European Commission

Recommendationsn possible legal/regulatory initiatives willeed to balance different interests at
stake, the patientés rights, the health profes
healthcare systems.

Moreover, recommendationsn legal action in this field should take into account national and
European initiatives related to ndegal aspects of EHRs. In its 2008 Recommendatiorcrons

border interoperability of electronic health record systeths, European Commission already
recognised that, in order to achieve the objectives of the Europdealtte Action Plan, legal
initiatives should go hand in hand with financial measures, agreement on an organisational framework,
promotion of the use of technical standards and architectures, the establishment of common
interoperability platforms, coordinan at the semantic level and, finally, education mechanisms and
awareness raisirg.

Recommendationsn legal action with regard to EHRs need to take into account the wider legal issues

with regard to eHealth and in particular with regard to the delioecyossborder eHealth services. In

the Calliope Roadmap, t hese wider | egwhenans sues
eHealth solution is the primary vehicle for delivery of [cross border] care, for example a second
opinion delivered by ideo conferencing with simultaneous capture and transfer eddiay then the

legal and ethical issues are wide and will arise not only in terms of the data sharing, but also in terms

of identity certification, professional accreditation, liability fomstd care and other issues yet to be
identified. The legal and regulatory issues include also administrative regulations such as those of
reimbursement, and in the context of cross border carehe mutual recognition of professional
qualificationsandte compl ex i ssue ¥of entitlement to carebd

With regard to EHR interoperability, considerable efforts have been made by the eHealth European
Interoperability Framework (eEIF) and by many other initiatives (eHGI, epSOS, HITCH, ISA,
semantic Healthnet, Amdpe, eSens, Expand, STORK 2.0, e%.)’.)ne of the results of these
initiatives is a better understanding of the interoperability needs and of the layers on which
interoperability needs to be achieved (using a distinction between technical, semantisatiogah

and legal interoperability). These layers will now be populated with standards, specifications, use
cases, workflows, subset of terminologies, interoperability agreements, guidelines developed by
specialised organisations, fora, consortia or EHbdéd projects after they have been identified or
endorsed by the relevant EU governance bodies (eHealth Network, ICT Standards Multistakeholders
platform and later th€onnecting Europe Facility CEF governance§’

82 Commission recommendation on crdssder interoperability of electronic health record systems (C(2008) 3282), 2008,
http://ec.europa.eu/health/ehealth/key documents/indexnen.ht

83 http://www.calliopenetwork.eu/Portals/11/Roadmap.pdf

8 http://ec.europa.eu/digi-agenda/en/news/ehealtiteroperabilityframeworkstudy, for an overview of the various
European projects on eHealth interoperability Perspetivesr ence i
and Recommendations on Interoperahiliarch 2014.

8 See more in detail http:/ec.europa.eu/digitalgenda/en/pillavii -ict-enableebenefitseu-society/actior7 7-fostereu
wide-standardsnteroperability
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More in particular with regard to tecital and semantical interoperability, some tangible progress has

been made in the recent past. The eHealth Stak
conceptof an eHealth European Interoperability Framework appears more advanced on tecinical a
semantic | evelso. The eEI'F builds further on tec

international eHealth consortia such as Integrating the Healthcare Enterpris&® @RidE)Continua
Health Allianc&’. The patient summary guidelines atip by the eHealth Networika November
2013have been largely inspired by the patient summary and the interoperability framework developed
by the epSOS projett.

The results of the eEIF report are currently (May 2014) used by the ANTILOPE Thematic Network
that has been tasked with a validation of refinements to the eEIF across Europe, setting up quality
control for interoperability testing and proposing various alternatives for certification or quality
labelling of solution§? Further progress could positi the eEIF for the deployment of crdssrder

eHealth services in the frame of the CEF, but they will also potentially be used for national, regional
or project based deploymerifs.

Finally, all efforts in the field of semantical interoperability havetdke into account the wider
international perspective. The European Commission therefore strengthened cooperation with
organisations such as IHTSDO and WHO. A specific objective to study SNOMED CT has been
included in H2020 work plan 2032015. The Commi$sn also agreed on, and published, a roadmap
supporting the objectives of the BHUS Memorandum of Understanding on eHealth interoperability
standards and specificatiofts.

More challenging still are the organisational and legal obstacles to achievenii&oerability.
Organisational interoperability also called process or -@perability interoperability refers to the

broader environment of policies, procedures and bilateral cooperation needed to allow the seamless
exchange of information betweerffdrent organisations, regions and countrigshough Article 6 of
Directive 2011/24/EU requests Member States to designate one or more national contact points for
crossborder healthcar®, there is a need to further implement this network at the opeehtievel.
Financial support via th€EF will be crucial in this perspective.

Legal interoperabilityefers to the existing legal framework at EU and national levels that support and

allow the exchange of data both within countries and across bordéhsralyard to the legal aspects,

the most obvious obstacle is the diversity between Member States in transposiDgetitive

95/ 46/ EC on Data Protection. According to the e
reach closure on the definitiorfi a legal environment that allows the exchange of information across

care settings, and across borders, should be concluded and extended with a harmonised data protection
legal framework in the EU, where a single and uniform set of rules applies toMk28b er St at es .

Besides the legislative initiative to replace Dieective 95/46/EC by a Data Protection Regulation,

the European Commission announced a number of other initiatives with regard to the legal aspects of
the eEIF. One of them is the develgnt of an appropriate legal framework for an eHealth
Interoperability Framework in view of the deployment of cross border eHealth services under the
CEF. Another one is the establishment dégal framework for the deployment of an eHealth testing

8 |HE is an initiative by healthcare professionals and industry to improve the way computer systems in healthcare share
information. IHE promotes the coordinated use of established standahdassD¢COM and HL7 to address specific clinical

needs in support of optimal patient care. More informatiormtip://www.ihe.net

87 Continua Health Alliance is a negrofit, open industryorganization of healthcare artdchnology companies joining
together in collaboration to improve the quality of personal healthcare. More information on http://www.continuaalliance.org
8 http://www.epsos.eu/epsaervices/patiersummary.html

8 http://www.antilopeproject.eu/

% http:/lec.europa.eu/digitaigenda/en/connéog-europefacility

°L http://ec.europa.eu/digitaigenda/en/news/transatlangibealthhealtfit-cooperatiorroadmap

%2 http://europa.eu/youreurope/citizens/health/contact/index_en.htm
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and cetification system at the European level.

The underlying Study provides a clearer view on the current status and planned development of EHRs
in the EU Member States and Norway. On the basis of the information collected in the countries

covered and of the comparative analysis in the previous chapteseries of recommendations can

now be formulated for possible legal action in order to promote the development and the sharing of
EHRs.

5.2 HEALTH DATA TO BE INCLUDED IN EHRs

Recommendation 1 at national level:

It is unthinkable today of a modern pigbnational or regional healthcare system without the
possibility of sharing health information among healthcare providers involved in the provision of care

to the patient concerned. In order to share health information, the EHR systems used by these
providers should have a minimum level of interoperability. Such interoperathditg notequire all

systems used to store an identical list of data. Data should however, as much as possible, be available
in those systems in a form which allows them to bénamgeable with the other systems used, whether
such exchange is being organised via a central node omnabme countries procedures have been
installed to submit EHR software systems to a voluntary certification in order to test whether or not
they albw extractinga standardized patient summary. This do@smply that the data included in the

various EHR systemisavean identicalcontent, syntax or format. Consequently the recommendation

is to make sure that the necessary informatiorecessary, foexample, to generate a standardized
patient summary can be extracted from all EHR systems that are used by a relevant number of
healthcare providers or institutions. As far as the data to be included in EHRs is concerned, it is also
important to make ga that the data collected by healthcare providers and relevant to be shared with
other providers, actually enter into a sharing network. Evidently it is very difficult to ensure that this
actually happens if every healthcare provider is free to participathe sharing networlt is also
recommended that Member States take the necessary measures to implement any guidelines that may
be adopted at EU level.

In more and more countries and/or regions in the EU, healthcare professionbérefi@erequested

by mandatory legal rules to share health data in EHR systems created by national or regional
authorities. Participation in the national or regional EHR network is, in other words, no longer
voluntary but is becoming mandatory for every healthgaodessional Mandatory participation of
healthcare professionals in EHR sharing systems can, of course, only be introduced if all major
obstacles for such participation have first been remadwegractice this means that it doest make

sense to forc@ealthcare providers to connect to a sharing system thandoksiction properly As

an alternative for mandatory participation healthcare professionals can be stimulated via various kinds
of incentiveqe.g.subsidies to health professionals to ingilibvant IT systems)

Recommendation 2 at EU level:

At the EU level agreement is necessary on general guidelines with regard to the content of EHRs but it
does not seem necessary to regulate this in detail. The agreement on the patient summary guidelines
by the eHealth Network shows the right way to proceed. The guidelines are, in our view, clear enough
to enable next steps to achieve crossder interoperability (see further recommendationarid 18).

It will be crucial for the ultimate success of theidelinesto actively monitorits implementation by

the Member States. Therefdhe guidelinesneed to be complemented by agreements on technical and
organisational aspectsechnical aspects include, for example, exchange formats, protocols and end
to-end securityOrganisational aspects relate, for example, to the question via which intermediaries or
nodes a healthcare provider in one Member State will actually get acdbsssttmmary information

of a patient in another Member Stafelot of these aspects have been examined in the context of the

93 http://ec.europa.eu/digitalgenda/en/pillavii -ict-enabledbenefitseusociety/action’ 7-fostereurwide-standards

interoperability
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EPSOS project and solutions have been tefitedtime now to proceed to their actual implementation
in practice.

5.3 REQUIREMENT PLACED ON THE INSTITUTIONS HOSTING EHR DATA

Recommendation 3 at national level:

Institutions hosting EHR data, play a crucial role in countries such as Frantee r e fiper sonal
recordodo schemes Hpplicants masepnovide extsiveimfauntatgod demonstrating

that their hosting system is secure and sophisticated enough to ensure that the rules ¢gdEHRs
consent, access, confidentidlitare fulfilled and that health data is well protected, especially
considering the risk. Diffrent commissions and committees are required to give their opinion on the
application, and the authorisation is eventually granted by the Minister of .h&aigh kind of
legislation does not exist in the large majority of other countries covered irtutie. & is evident

that, in most of these countries, EHRs can be hosted by external service providers, acting for example
as processors on behalf of healthcare professionals, healthcare institutions or specific eHealth agencies
established by public auttites. In any casespecific and more stringent rules for institutions hosting

and managing EHRs, which take into account the specificities of EHRs (both in terms of content and
format) as required by Article 17(1) of Directive 95/46/EC, should be adopteese rules would not
necessarily need to include an obligation to have data from EHRs encrypted as the lack of a legal
obligation does not seem to have inhibited countries from having data encrypted dnylvayld be

left to the Member States therhas to choose the security measures which are most appropriate in
the context of their specific situation, possibilities and context. However, in view oflmossr
exchange of EHRs it is absolutely necessary to take as much as possible Europegrstsewais

into account in this domain.

The most frequently asked legal questions in this domain relate to the risks of using cloud services for
hosting EHRs. For the time being, Member States should refrain from introducing particular legal
rules or eva guidelines, codes of conduct or model service legal agreements (®lthAshit taking

into account the European perspective. Unilateral initiatives in this field are moreover not in line with
Directive 98/48/EC on the provision of information in the fiefdechnical standards.

Recommendation 4 at EU level:

The main recommendation at EU level concerns hosting institutions but covers also other- security
related issues. Again the necessary European standards for securely exchanging EHRs are currently
missing and therefore Member States are nowadays forced to invent bilateral solutions themselves.
One important aspect in this context relates to basic user and access management. Many stakeholders
interviewed in the course of the Study are convincedttieae should be a binding European legal
framework covering this issue. This framework should ideally also include operational rules on other
security aspects such as dneknd encryption (currently not possible because of the lack of a
common encryptiostandard), audit trailsecovery disaster procedures, etc.

At European level, agreement is also recommended on a model service level agreement for cloud
services with regard to EHRs. The European Commission is currently working on the development of
suchmodel SLAs in the context of the European Cloud Strategy. Healthcare is one of the sectors
receiving particular attention in these activities. The eHealth Network should closely follow up the
progress made in this context and stimulate the developmé&niropean model provisions for cloud

SLAs dedicated for eHealth services and EHRs in particlite.recommendation is consequently to,

as much as possible, synchronise with progress made in the context of the EU Cloud Strategy and not
to develop somethinig parallel.

% France is the only country thaasadopted avery detailecauthorisation procedure fanstitutions hosting personal health
data through electronic means
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5.4 PATIENT CONSENT

Recommendation 5 at national level:
SomeMember States have adopted a three stage approach in relation to consent:

When a patient visits a healthcare professional in order to receive care, this professional has the
duty tokeep a record of at least a minimum set of data related to the identity of this patient and
related to the care provided; no additional implicit or explicit consent of the patient or even an
opt-out possibility is thus needed at this stage.

When, on the &sis of national or regional law, public authorities decide to make available EHRs
for exchange among healthcare professionals (e.g. in order to avoid unnecessary public healthcare
costs), such EHR sharing systems can be established and include avadabthial EHRs

without additional explicit consent of the patients. Member States are however free to introduce
opt-out possibilities for this stage. This viewpoint corresponds to the one expressed by the
Working Party in its opinion of 2007.

When a patist visits a healthcare professional who wishes to receive or access health data
collected from this patient by other healthcare providers (by means of the EHR sharing system),
such access will require prior explicit consent of the patient concerned.dFsent constitutes,

at the same time, proof that this patient has engaged into a therapeutic relationship with the
healthcare professional

This approach has proven to be successful for the deployment of the EHRs systemecountries
and it is, athe same time, in line with the 2007 Opinion of the Article 29 Working Party. Therefore,
this could be seen as good practice and its replication by other countries should be considered.

As flagged by workshop participants informing the patient about the consequence and the functioning
of shared EHRs prior to the consent is highly recommended as a prerequisite for the public acceptance
of the shared EHR system. It is therefore importdnat tMember States set awareness and
communication campaigns (e.g. leaflets, websites).

Recommendation 6 at EU level:

With regard to the protection of privacy of EHRs, Member States are not allowed to maintain for the
patients on their territoreg higherlevel of protection than the one provided for by the Directive
95/46/EC Therefore, the issue whether or not the creation and/or sharing of health data requires the
consent of the patient and, if so, which type of consent would be needed, is an issar tmy be

decidedat EUlevel. The disparities between Member States on this issue, as demonstrated again in the
underlying Study, should be eliminated as soon as possible bearing in mind the objective of achieving
free flow of data across the EU. Ofuree this is precisely one of the main objectives of the draft Data
Protection Regulation which is currently under discussion in the Council and the European Parliament.
Although the current text as proposed by the Commission and amended by the Pailidment
particular Article 81i does not really clarify the issue discussed here, the current version (May 2014)

of the draft Regulation contains a small opening for regulating the question more specifically by way

of a secondary European legislation via degated act issued by the European CommisSion.
However, following this path will most probably take many years and one can argue that a much more
urgent intervention at European level is necessary in this domain. Therefore, it would be more
appropriate tabtain, on a much shorter term, an agreement by the eHdalthwor k on t he i
stageso model described in the previous recomm

“See Art i The €omaigsior8 shall e empowered to adoperakequesting an opinion of tHeuropean Data
Protection Board, delegated acts in accordance with Article 8&dquurpose of further specifying public interest in the area
of public health aseferred to in point (b) of paragraph 1 and high pulsiterest in the area a&search as referred to in

paragraph2a. Thi s provision gives the Commission the possibilit:
EHR schemes are |l egally grounded otosefiyp withdut explicit consent fthe 6 ( and
patient).
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guideline for all Member States.

5.5 CREATION, ACCESS TO AND UPDATE OF EHRs
Identification and authentication of health professionals, access of health professionals to EHRs

Recommendation 7 at national level:

In its 2013 report on patient access to the EHR,
health record posechallenges in ensuring that only authorised health professionals gain access to
information for legitimate purposes related to the patient. The possibility of abuse is significant and

the risk increases when systems become more interconnected. As gueonse most of the
stakeholder group members consider that there is still lack trust in the security of the system and are
reluctant to use it. Among stakehol der s, there 1
can access and modify data andiw i s r e s p O fihe iundérlging Stady has moraover
demonstrated the disparities between countries, and even between regions, with regard to the
professions included in their lists (when they exist) of health professionals with access to EHRs.
Finally it has shown that not all the countries covered have trustworthy registers of (all categories of)
healthcare professionals.

The most urgent tasks for all Member States in this field despite significant financial cost
involved 1) to establisteertainty on the categories of healthcare professionals who can have access to
patient summaries, and 2) to establish trustworthy official registers of those categories of professionals
which can be used for authentication purp@sesthat need to be assible online.

Recommendation 8 at EU level:

At Union level there should ideally be an agreed list of the categories of healthcare professionals
having access to patient summaries (and subsequently for the other priority use cases mentioned
before) ora commonly agreed definition of healthcare professiddath an agreement will however

most probably not be reached on a short term. An alternative could therefore be to leave it to each
Member State to decide who should be considered as a health prdiéssithe context of intra
European EHR exchang&loreover, the eHealth Network should agree on a limited number of basic
principles. Some of these principles have already been put forward by the eHealth Stakeholder Group:
AfCertain cat dlgealth dalmsuclhds gepetia irdoonmation must be subject to especially
strict access controls. A system of data modules or sealed envelopes could help establish a different
level of confidentiality and restrict access to some information to some heaf#sgionals only.
Moreover access to patients health records shol
fineed to know basis.

Patients6d rights to access, right to erasure and

Recommendation 9 at national level:
The eHealth Stakeholder Group already recommend

foll ows: iPatients should be in charge of their
i nspect ito, amienth®@ossibileyrna kaow svimoa@ecéssed theer EHR and restrict
access if they wish so and &re informed about th

As shown in this Study some Member States adopted specific rules allowing the data from EHRs to
which the patient alagly has access, to be downloaded, as well as providing for the availability online

of the information about who accessed EHR. This is an effective way by which patients would be
entitled to those data fdfwithout excassve detay ort at

% http://ec.europa.eu/information_society/newsroom/cf/dae/document.cfm?doc_idp5469
%7 http://ec.europa.eu/information_society/newsroom/cf/dae/document.cfm?doc_id35189
% http://ec.europa.eu/information_society/newsroom/cf/dae/document.cim?doc_id#5idém
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expenseo, as required by Héweven iti$ imporiadt toddar iDmimde ct i v

that if the patient is entitled to download information his/her information will then be less protected
than if it will be kept under aecure EHR system.

It is also recommended that where countries wish to grant patients the right to erase or hide data that
has not been inputted by them, health professionals are at least notified that some data is missing,
allowing them to try taconvince the patients to disclose such data. Such an approach would help to
ensure the accuracy of data, as required by Article 6(1)(d) of Directive 95/4Bitkadly, it is also
recommended that Member States take the necessary measures to implemeiatedingsgthat may

be adopted at EU level.

Recommendation 10 at EU level:

In the context of croskorder transfers of EHRs, agreement is recommended on a set of guidelines,
e.g. on the possibility for patients to add, modify or erase data from EHRsxa@nmgle of such a
guideline could be to take into account the protection of the data subject or the rights and freedoms of
others when allowing access to EHRs in order to guarantee, for example, that information that is
harmful to the patient is not dir available to him/her; and fostering the replication of approaches
like the one taken by Estonia, where health professionals may decide to hide certain EHR information
from the patient for up to six months, allowing them to personally communicatetealiagnoses to

the patient It is also recommended to adopt a provision expressly prohibiting the possibility for
patients to modify data from EHRs that has not been inputted by them so as to allow health
professionals from other countries to rely onitifermation available. For the same reason, it is also
recommended that where patients have the right to erase or hide data that has not been inputted by
them, health professionals are at least notified that some data is missing.

5.6 LIABILITY

Recommendation 11 at national level:

The Study did not discover manydieatedrules on the liability of health professionals with regard to
EHRs in the countries covered. According to the comparative analysis, only a handful of countries
have established specific medi liability rules with regard to EHRs, and these rules are mostly
reinforcing or highlighting the general liability regime. Many stakeholders interviewed pointed out
that application of general rules on medical liability led to reluctance of healtisgimfals to use and
develop EHR.

At national levelthere isprimarily a need to inform and educate health professionals about their
liabilities with regard to EHRand how the existing rules at national level (either specific or general)
apply in this catext Introducing dedicated rules on this isslees noseem necessary.

Recommendation 12 at EU level:

The specific practical consequences of the application of the currently existing liability regime for data
controllers, laid down in Article 23 of Directive 95/46/EC, on the EHR context should be clarified in
order to improve legal certainty on this iss@eich clarification can be carried out in the form of
guidelines on how to avoid liability issues, illustrated by typical examples of potential cases of
negligence and/or of recommended behaviour. In particular, with a view onbomales sharing of
EHRsit is also recommended to include the basic principles of private international law with regard to
liability, illustrated by typical examples. The primary objective of commonly agreed guidelines on
liability with regard to EHRs would be to reduce the riduce of healthcare professionals to adhere

to EHR schemes by removing some of the uncertainties in this area.
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5.7 SECONDARY USE

Recommendation 13 at national level:

Under the, secondary use of health data is legally permitted if 1) the secondary wsecempatible

with the purposes for which the data have been collected, or 2) the secondary use is for historical,
statistical or scientific purposés.For the latter hypothesis, the Member States are requested to
provide fAappropriate safeguardso in their natior
and implemented in different ways as shown by our Study (e.g. different approachesytoisation/
pseudonymisation / consent/ control by data protection authorities)

It is therefore difficult to give recommendations to the Member States on how they have to fill in the
delegation given to them by European legislator ifiche6(1)(b) of Directive 95/46/ECThe first and
most urgent task is to develop a European frameworkecondary use bealth databinding or not

Recommendation 14 at EU level:

A European legal framework for the secondary use of health data, in particularemchepurposes,

is currently missing. Theroposal for aData Protection Regulation contains some positive new
elements. If adopted, it will, for example, eliminate possible contradictions between the application of

the national data protection legislatiand the European Clinical Trials Directit8.t will, however,

not eliminate the disparities between the Member States with regard to the secondary use of health
data for research purposes. Articlg3(a) in the version adopted by the European Rament(May

2014)st i pul at es: AMember States | aw may provide f ¢
research, as referred to in paragraph 2, with regard to research that serves a high public interest, if that
research cannot possibly be carriet @herwise. The data in question shall be anonymised, or if that

is not possible for the research purposes, pseudonymised under the highest technical standards, and all
necessary measures shall be taken to prevent unwarranigehtiication of the datasubjects.
However, the data subject shall have the'ight
In the perspective of a European research market for health data tgmn@rdelegation to the

Member States shoultk reconsidered becaus&ill maintain disparities between the Member States

in this domain. The conditions for the further processing of health data for research purposes should be
regulated at Union level.

5.8 ARCHIVING DURATIONS

Recommendation 15 at national level:

Most of the countries covered by this Study have introduced rules omiriireum archiving duration

of health records. Other studies have shown that, in practice, health professionals keep their records
much longer than the mandatory minimum period. He@tlords can contain information collected

when the patient was a child and this informat
lifetime. Rules on minimum archiving duration of EHRs are primarily necessary to avoid destruction

of health infornation that is still relevant. In our view, however, it is not necessary to translate this
objective in precise archiving duration rules.

On the other hand, Article 6(1)(e) of Directive 95/46/EC requests Member States to ensure that
personal data, whichepmits identification of the data subject, are kept for no longer than necessary.
This rule relates, in other words, to tim@ximum archiving duration. Again it is extremely difficult to
formulate precise rules in this domain because the relevance tif Hat depends very much on the

type of data and on other circumstances. Probably not all data collected by healthcare professionals
will be relevant for very long periods. As in other domains, healthcare professionals, as data

% Art. 6.1 (b) of Directive 95/46/EC.

Warticle 81.1c is curr ent Foythe(pipose ofxonsesting tavtberpdrticipatiom mnsiico | | o ws :
research activitiem clinical trials, the relevant provisions of Directive 2001/20/EC shall apply.

101 http://www.europarl.europau/sides/getDoc.do ?pubReFEP//TEXT+TA+PZTA-20140212+0+DOC+XML+VO//EN(
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controllers, have a legabbgation to manage the data they process in line with the proportionality
principle. It is not considered necessary to have specific rules on the archiving duration of EHRs when
there are already specific rules on the archiving duration of medical dgenémal (the format in

which data is stored does not seem to play a very important role in this context). However, it is
recommended that Member States which have set very long periods of archiving, consider revising
their approach in light of Article 6](e) of Directive 95/46/EC.

Recommendation 16 at EU level:

Our recommendation for the EU level is more or less identisaat national levelEHR content
should be kept as long as necessary and it is the responsibility of every data controller todseep a
on this legal objective. More precise legal rules on the EU level on this topic do not seem necessary.

5.9 REQUIREMENTS ON INTEROPERABILITY OF EHRs

Recommendation 17 at national level:

In order to share health information the EHR systems usélkisg providers should have a minimum

level of interoperability. This does not necessarily mean that legal rules have to impose uniformity in
EHR systems. Multiple technical solutions can perfecthexist. Rules or guidelines at the national

level shouldmainly aim at achieving essential requirements with regard to semantic, technical,
organisational and legal interoperability. For each of these aspects national and/or regional rules
should take into account standards and guidelines agreed on at theabumel.

Recommendation 18 at EU level:

Commonly agreed rules at European level with regard to terminological, technical, legal and
organisational interoperability of EHRs are currently largely missing. Member States, wishing to
exchange health recorisa crosshorder contexitoday mainly done between entities located close to
national territorial borders are nowadays forced to develop their own bilateral solutions. The lack of
European rules in this domain is also the most important obstacleihindiee breakthrough of a
European eHealth industry. ICT solution providers in the domain of EHRs are still facing an extremely
fragmented European market and therefore experience a serious disadvantage when competing with
the US eHealth industry.

It is true that some efforts to develop European rules for EHRs have already been made, not only in
the context of European projects, but also in ¢ttt
the patient summary guidelines by the eHealth Netwdtksecond one is the Commission
Implementing Directive on medical prescriptions.

With regard to the organisational aspect, the agreement between the Council and the European
Parliament on the draft Regulation concerning electronic identification and trestéckes is a step
forward. Much more is however needed to implement the selected use cases, in particular for secure
crossborder authentication of healthcare professionals.

The conclusion is therefore that, after having reached the agreement on tht obnd patient
summary, agreements are now needed on a) a terminological profile for a minimum set of fields
included in the patient summary, b) a technical profile for the -yosfer exchange of patient
summaries, in particular with regard to thewsdy aspects, c) a list of the categories of healthcare
professionals who can access the patient summary, including a solution for the secure authentication
of these professionals and their authorisations, and d) a roadmap for the implementatiomogfthe c
border exchange of patient summaries between Member States.
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5.10 LINKS BETWEEN EHRs AND EPRESCRIPTIONS

Recommendation 19 at national level:

The obvious link between EHRs and ePrescriptions is the fact that the medication information is part
of the EHR.The medication summary is even part of the patient summary dataset agreed on in the
Guidelines on the minimum/neexhaustive patient summary dataset adopted by the eHealth Network
Part of the medication summary relates to the prescribed medicines (dbmensot). It is therefore
surprising that very few countries have set, or are planning to set, links between EHRs and
ePrescriptions. However, integrated EHR and ePrescription systems have proved to have many
advantagese(g some stakeholders have highited, that it would allow doctors to understand the
patientés consumption of medicines). Me mber St
between these two systems. ePrescription data can be used as direct input for EHRs. In case the two
systems are linked, access to BE$iwill be open for additionalategories of health professionals (e.g.
pharmacists) and therefore it is recommended to adopt a role based approach when setting access
requirements (see recommendations 7 and 8)

Recommendation 20 at EU level:

One of the most important current obstacles for the dyosder exchange of ePrescriptions, is the

lack of a common data model and a common vocabulary for medicinal products or pharmaceutical
products throughout Europe. Bffs to overcome this obstacle are directly useful for the exchange of
EHRs because the medication part of the EHRs faces similar terminological challenges. Agreements
on standards in this field should therefore simultaneously take into account theoheagsborder
exchange of EHRs, as well as of ePrescriptions.
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